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improvements and enhancements to the student ICT infrastructure some parts of this brochure may become outdated

during the course of the academic year. If in doubt, please contact WITS ICT Service Desk on the 18t floor, South West

side, Senate House or contact itstudenthelp@wits.ac.za or 011- 717-1717
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INTRODUCTION

WITS ICT provides a range of IT related services to the University community across Wits
campuses. A WITS ICT Service Desk Student Assistant would also be on hand at each of the
Open Access WITS ICT Managed Computer Laboratories to assist students with computer
related questions. NB. (Service Desk Student Assistant available Mon-Fri between 08h00-17h00).

ICT ACCEPTABLE USE POLICY

All users must abide by the Acceptable Use Policy when making use of any Wits University
Computer Facilities. A copy of the policy is on website address:

https://www.wits.ac.za/media/wits-university/staff/documents/Acceptable%20Use%20Policy.pdf

AIMS AND OBJECTIVES

The aim of this guide is to provide information about services offered by WITS ICT to the University
Community to enable effective and efficient use of the computer facilities and services
available for consumption. Please attempt to follow the instructions provided in this guide

before requesting assistance.
LS

NB. Personal devices need to adhere and meet the standard requirements of the University.

THE WITS ICT SERVICE DESK

The Service Desk is the central point of contact between the university community and
Computer & Network Services. Call the Service Desk if you have IT related issues, problems with
logging on, accessing your e-mail box or using Internet or standard software programs.

The WITS ICT Service Desk offers configuration support to the University Community for personal
devices i.e. setting up mobile devices to access email and Internet. Adequate protection using
antivirus software and backing up of a user’s data from the device is the responsibility of the user
prior to WITS ICT providing you with configuration support.

CONTACT DETAILS

WITS ICT Service Desk
First Floor, West Wing, Senate House Building, East Campus Tel: 011 717 1717
E- mail: ithelp@wits.ac.za or itstudenthelp@wits.ac.za
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SECTION A — STUDENTS INFORMATION

SECTION Al -OPEN ACCESS COMPUTER LABORATORIES (LABS)

ity g HitHW® 1t e 1N Mg HitHGG S 0 HIHHNLS

e R e S A A S ¥ R

NB. All WITS ICT Open Access Undergraduate (UG) Computer Labs are available to students as well as
staff

Abbreviations Used:

W - Computer & Network Services WEC - WITS Education Campus

U - Undergraduate EC - East Campus

P - Postgraduate WC - West Campus

S - Senate House MS - Medical School Campus
WITS ICT Open Access Location Number of
Labs PCs
EAST CAMPUS
WITS ICT PG LAB - SH1029 1st floor, West Wing, Senate House SH1029 21
WITS ICT UG LAB - SH1101 1st floor West Wing, Senate House SH1101 46
WITS ICT UG LAB - SH1099 1st floor West Wing, Senate House SH1099 15
WITS ICT UG LAB - HP ZONE 1st floor West Wing, Senate House, Mezzanine 44
WEST CAMPUS
WITS ICT UG LAB - FNB2A First National Bank Building (FNB) Ground Floor, 53
(AUD) Auditorium
WITS ICT PG LAB - FNB2A1 First National Bank Building (FNB) 1st floor, Mezzanine 27
(MEZ)
WITS ICT UG LAB - FNB 2B First National Bank Building (FNB) Ground floor 69
WITS ICT UG LAB - FNB 105 First National Bank Building (FNB) 1st floor, South 97
WITS ICT UG LAB - CLM1 Commerce, Law & Management (CLM) Library, 1st 138

Floor

WITS EDUCATION CAMPUS
UG LAB - WEC-01 Boyce Block, Ground Floor, BL36
UG LAB - GLASS Marang Block, Ground Floor
PG LAB - WEC Bohlaleng Block, First Floor, B105

L247 Lab - 52 Leseding block
L249 Lab - 30 Leseding block
L250 Lab - 36 Leseding block
L251 Lab - 52 Leseding block
L253 Lab - 30 Leseding block

OIS
WITS ICT Open Access LAB machine internal speakers are disconnected; the user is

[ L. encouraged to use headphones when accessing the online audio content of a virtual
training course.
MG
You may not unplug any computer from the network or use the computer charge point for
~ L. your laptop device. There are specially provisioned areas specifically for the purpose. The
seat in the lab is a dedicated seat for the student who does not have access to his/fher own
computer device.
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SECTION A2 - RULES OF THE LAB

i

fr s

FOOD

DRINKS
N CELL PHONES

HEADPHONES

No Games

No Sleeping in the Lab

No Downleading or

Viewing Movies

No Games or Gaming

-
e~

Say NO to internet pirac

NO
SMOKING

SECTION A3 -OFFICE OF RESIDENCE LIFE COMPUTER (LABS)

i

., respective University Residences

Version 8.0.1 2016

Residence Laboratory Location Number of

Name PCs

EAST CAMPUS

Jubilee Hall East Campus 8

Men's Residence East Campus 13

Sunnyside Residence East Campus 10

\WEST CAMPUS

Barnato \West Campus, Bernato Residence 10

David Webster \West Campus, David Webster Residence 6

West Campus Village \West Campus, West Campus Village 4
Residence

In order for all users to enjoy the use of these facilities, please observe the rules of conduct

NB. The following computer laboratories are for the exclusive use of students living at the
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SECTION A4 -GETTING STARTED USING COMPUTING FACILITIES

The student portal is your single point of entry for your Wits E-Resources such as emaill,
calendaring, eLearning etc. Further information is available on the portal web site.

URL (Web Address): http://www.wits.ac.za/mywits/

UNIVERSITY OF THE
WITWATERSRAND,

é Students | Staff | Aumni | Library | News and Events

JOHANNESBURG Saarch ﬂ

Study at Wits Campus life Faculties and 5chools Research

Home » Students » MyWits

MyWits

Pazzword Resst

Brinting

Student Email

Student Self Service

Virtual Training

WIFI hatspats

Wits Dining

WitsM Mobile App

E-Lesrning

Find my bus MyWits is the student portal that gives you easy, convenient access to the information you
need as a Wits student.

MyS0S

Office3ss The CNS Service Desk is the central point of contact between the student user and Computer & Network Services.

Call the CNS ICT Service Dask if you have problems accessing your email, using the internet or standard software
programs. The NS ICT Service Desk also offers configuration suppert to students.

Find out how to register your student email and configure your mobile device here.
i the CNS ICT Service Desk cannot help you with advice aver the telaphone, the Student Assistant at the desk will log
 call for you with the CNS ICT Service Desk and provide you with a reference number for the problem and a

consultant will assist.

A5 a student and a user of the Wits University netwark you are required 1o ensure that your computer is adeguately
protected with antivirus software. You are alse responsible for ensuring the adequate backing up of your own data

prior to CNS providing you with configuration support.

The creation of all student accounts (returning and new) is an automated student process as part
of your registration. To get the best use out of this please note the following pointers.

Username: Your student number

Password: Your password will be sent via a message to you on registration on the cell
number recorded from the completed registration form.

UPPERCASE. If you have changed your cell number in the interim, please visit Student Enrollment

W””“E If using a passport number that contain letters as well as numbers, ensure you enter the letters in
Centre to have your Information update or alternatively use the Student Self Service to update

your details.

SECTION A5 - PASSWORD RESET

Passwords can be reset via Password Self Service, which you can do on the Student Portal home
page where you would be required to register as displayed on the next page.

NS
~In order to make use of this service you have to register on the Password Self Service web
site whilst you are still using a valid password.
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SECTION A6 - HOW TO REGISTER FOR PASSWORD SELF SERVICE

Online Password Reset Service

Go to http://www.wits.ac.za/mywits/
Or “Reset your password here”

and under Password Reset click “register here

UNIVERSITY OF THE
WITWATERSRAND,
JOHANNESBURG

Sudents | Staff | Aumni | Library | News and Events

Study at Wits Campus life Faculties and Schools Research

Home > Students > WyiWits

E-Learming

Find my bus

My505

Office3es

Password Reset

Printing

Student Email

MyWits is the student portal that gives you easy, convenient access to the information you

need as a Wits student.
The CNS Service Desk is the Central pOint of CoNtact betwieen the Student user and Computer & Network Services,

Call the CNS ICT Service Desk if you have prablems accessing your email, using the internet or standard softwars
programs. The CNS ICT Service Desk also offers configuration SUPROrtTo students.

Find out how to register your student email and configure your mokile device hare

Student Seif Service

Ifthe CNS ICT Service Desk cannot help you with advice over the telephone, the Student Assistant 2t the desk will log
Virtual Training 2 cal for you with the CNS ICT Service Desk and provide you with a reference number for the problem and &

Wil hotspots consultant will assist

\Wies Dining. As a student and a user of the Wits University network you are required to ensure that your computer is adequately

Witsh Mgl App protected with antivirus softwars. You are alse respensible for ensuring the adequate backing up of your own dsta
prior to CNS providing you with configurstien suppart.

Enter STUDENTS\Student number and then click Next.

; 6 “ UNIVERSITY OF THE WITWATERSRAND,
W JOHANNESBURG

Password Reset:

Please enter your user name below
STUDENTS\303858

@&

NOTE: To get your WITS number, replace the first two digits of your ICAM Number with a "W" and leave out the
last two digits, i.e. ICAM "222222222 52" becomes "W2222222" and ICAM "000234567 01" becomes "W0234567".

6 % UNIVERSITY OF THE WITWATERSRAND,
¥ JOHANNESBURG

Password Reset: (Juestion and Answer Reset

You must answer the ID Number?
following 2 questions | ,,,,,,,,,,,,, |
correctly.

WITS Number ?

al Wo233567| |

==

Students note: To get your WITS number, replace the first two digits of your ICAM Number with a
"W" and leave out the last two digits, i.e.
ICAM "222222222 52" becomes "W2222222"

and

$ ICAM "000234567 01" becomes "W0234567"

Version 8.0.1 2016
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Enter a new password** and confirm it, then click Next.

** Password must be minimum 9 characters’ long

** Password must be Alphanumeric (Letters and numbers)

** Password cannot be any of the previous 10 student passwords

6 " UNIVERSITY OF THE WITWATERSRAND,
& JOHANNESBURG

Password Reset: (hoose Your MNe

(Resetting password for 303858)

Enter a new password:

[ o I

Re-enter the password:

[ - ——

@ Cancel

1 é : UNIVERSITY OF THE WITWATERSRAND,
$ JOHANNESBURG

Success: Your password has been reset

[0] You can now use your new password to log in.

Your password has been reset, you can now log into student email, CLE/SAKAI and Wits network.

**xx Password will expire every 600 days
****|f you log on to a PC added to the student domain, you would receive a reminder to change
your password 20 days before it expires.

UEWME NB. The next time you log on, remember to use the NEW password.

SECTION A7 - ACCESS TO THE NETWORK DRIVE (H:\ DRIVE)

As a student user in a WITS ICT Open Access LAB, you will have a network drive available to you to
store your academic documents electronically. This network drive is the H:\ drive in your Windows
Explorer.

You have a limit of 50MB of network space available to you, use with care.

Look in: ' ‘¢ My Computer

2 3% Floppy (A:)

g _e’ DVD Drive {(D:)

My Recent | | |5 0510081j on 'cronus.ss.wits.ac.za\Students' (H:)
Documents T Nero Scout

>4
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SECTION A8 - CONFIGURATION SUPPORT

Configuration Support, which involves and offers basic assistance to users (staff and students) who
own non-Wits hardware in terms of the following:

1. Configuring the Local Area Network Interface for use on the Wits Network

2. Configuring the Wireless Network Interface for use on the Wits Network

3. Installation and basic configuration of VPN (Virtual Private Network) software
4

Configuration of Internet Proxy settings and email setup

It is important to point out that the service does not include support of Operating System
updates/patches, data backups, antivirus support, trouble-shooting on any of the above-
mentioned services. Should a user require more than Configuration Support, the Service Desk
will assist in providing contact details of University approved vendors who would provide such
support.

The service is availed at helping those users with working, up-to-date computers to connect
successfully to the Wits network. Users of this service must complete an Authorisation &
Indemnification form prior to Configuration Support commencing.

This is a walk-in service and as such, users would need to bring their PCs, laptops,
or other mobile devices to the CNS Service Desk for Configuration Support to the
First floor, Senate House (West Wing), East Campus.

SECTION A9 - PRINTING & SCANNING

Printing is available to you in the WITS ICT Open Access LABS and University Libraries at a cost

DESCRIPTION Cost Per Page (incl VAT and paper)
A4 SINGLE SIDED (SIMPLEX) - BLACK & WHITE R0O.39
A4 DOUBLE SIDED (DUPLEX) - BLACK & WHITE RO.55
A4 SINGLE SIDED (SIMPLEX)- COLOUR R2.88
A4 DOUBLE SIDED (DUPLEX)- COLOUR R5.69

Follow the process below to print to a printer in a WITS ICT Open Access Lab.

. 5 You would need to ensure that you have enough money available on your ICAM Access
Card in order to proceed with printing, as this is NOT shown on the print client software before a print
job that is sent through.

Please contact ICAM on 011 717 1830 if you are unsure of how to load money on your ICAM Access
Card, or if you do not know where the kiosks are to load money onto your access card or to check your
balances.

9|Page
Version 8.0.1 2016



: ﬁ . UNIVERSITY OF THE WITWATERSRAND
= JOHANNESBURG

SECTION A9.1 - PRINTING

Open document, which you would like to print
Select: File
Select: print

Preview and print the document

Print
Select a printer, number of copies, and
other printing options before printing.

Quick Print
Send the document directly to the default
printer without making changes.

Print Preview

Preview and make changes to pages before
printing.

PErint
Prepare

Send

Publish

2] wWord Options >< Exit Word

Select a Student-Color or Student-BW print driver
Select, "Print"

8 TAB Printing (redire
) Student-BW
1 Student-Colour

{ >

Status: Ready (] Prnt o file [ Preferences I
o [

| Find Prter..|

Swipe your ICAM Card on the right hand side of the Equitrac Terminal

10|Page
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Swire card or
erter ID

Select: Print (F1)

Select uyse:

Frint Copd

If your Kudu Bucks Balance has insufficient CREDIT, you will not be able to Print.

11 |Page
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Insufficient
FUNdS e « «

PLEASE ADD MORE FUNDS TO YOUR KUDU BUCKS ACCOUNT AND CONTINUE PRINTING

Select your Print Job using the up and down arrows

You have the following Options:
Print the selected document (F1)

Delete the selected print job (F2)

End the Print session (F3)

12| Page
Version 8.0.1 2016



Q&- . UNIVERSITY OF THE WITWATERSRAND
& JOHANNESBURG
Next

The Device begins printing

Select End to complete the Session
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SECTION A9.2 SCAN TO EMAIL FUNCTION

Select Fax / Scan

| ) e MM RS

25/1/2015  15:02
Memory

20000 N aurocotor | PoF

Rezolution Color File Type Scan Size

@  Scan Settings _| ® Original Settings, & §Sppynigsvien , .

Version 8.0.1 2016
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Type in your Student Number utilising the keyboard on the panel, and select Start Search

Version 8.0.1 2016

Y : UNIVERSITY OF THE WITWATERSRAND
JOHANNESBURG

t desired destination(s).

LDAP | Result 0 ltm
[iype U ERUERIRS Address

Use the Search key to search for addresses.

Resolution File Type Scan Size

fAddress Search (LDAP) > Search

25/11/2015  13:26
Memory 100%
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Select your Email address and select OK

Address
search

. B Nane 'fiddvess

boitunelo. theepe@ywits. ac. za
sonali.valaboassewits. ac. za
shelly. kramer@wits. ac. za
sunita. morar@wits. ac. za
James. connan@wits. ac. za
mthokozisi. noyoewits. ac. za

Delete
= Details

Job

26/11/2015  15:08
Toner Level K} Memory 100%

& E-mail

16 |Page
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P
-

Select the Start Button to commence scanning
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SECTION A9.3 COPY FUNCION

Swipe your ICAM Card on the right hand side of the Equitrac Terminal

Swire card or
enter ID

Select: Copy (F2)

Select use:!

Print Copy End

18| Page
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({(equitrac

¢l jobs ¢R @,0@87
) 8.1

a

slance: R

@“quitrac

Insuffticient
FundS. « =

PLEASE ADD MORE FUNDS TO YOUR KUDU BUCKS ACCOUNT AND CONTINUE COPYING.

Complete your copy requirements.

Interrupt=-

Version 8.0.1 2016
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Program Quich Cepy

L_| Ready o Copy

Lize the keypad and C to thange the nsmber of seis

Select End to complete the Session

# NB: REMEMBER TO LOGOUT TO PREVENT OTHERS FROM USING YOUR ACCOUNT!
NB: Print Jobs are only stored for 72 Hours.
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SECTION 10 - EMAIL — GENERAL
EMAIL SERVICE

Postgraduate research students are automatically granted the following email service:

The undergraduate student receives an unlimited quota on Google Mail. This increased quota will
allow the research student to accumulate and manage substantial correspondence with their
research colleagues.

Postgraduate research students can also obtain a staff like email address which enhances the
standing of the research student as a representative of the Faculty thatis supporting the research.

L

NB. This email address will be subject to approval from the relevant Faculty.

On registration all students will be allocated an Active Directory (AD) account and granted access
to the WITS network and the Internet from the WITS ICT Open Access Computer Laboratories.

@ TaE— ) [FTE—— Teee— r—_——
-

MNIVEF 17T ) L
WITYWAT ERSRAMNID

MyWits
B AR b riee schE T TeSa T e ERAR 0hl BINRYL CORMPERTEETS SDOETE 15 S PR TR e
wamel s @ VS e

e JaE Trk: Thah bt Do - Do 0BT B Pl O OIS el el T e el Lo e B s Tarennaa

a1 i AT Sateda Dwia F e Pl e i B O e’ Sk, gl e ST e WSl e

rogrmn. Tha OGS T Seevce Damnd aso e oonfiparanes Dapgete T 00 IR0

S — Tl Bl Pl B i B et BT Akt Bl Coe e e et Sl D

o e L oTT Dol Teece ol PEIE s eent RS el TR ol ol 5osde AT o e S aell oy

=t O T Bervas DeE 8o perodhd il o i refEee ol reambe for Tk o obeeem e

S M TR T

R ey A L] Wl S ki G T WA e St B e b s il L et TR e el e il Sy

el ol L T e S S S | S T R T

= e b D% prwvediny poa et oo e wlar e

You would have received a WITS email account and you can use either one of the following
email addresses that has been allocated to you:

StudentNumber@students.wits.ac.za or
FirstName.Surname@students.wits.ac.za

Access to your Wits email will only be available through the student portal @
http://www.wits.ac.za/mywits/ or directly via Google Mail.

Your email account size is unlimited as per Google Mail System
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I g .-‘-__ UNIVERSITY OF THE WITWATERSRAND,
JOHANMNESBURG
Giving fo Wits  Almni  Aboul Wits

Study ol = ac, C Research C Inftemational

Wits ¢ o and Library

Welcome to the new Wits Student emall system.

The ol sysbem has been replaced by the Gemad offering fram Geagle The new servicr has increased starage and addiional services nchided The serace is wed
Baned ard £ be Deceaed Wy Mok Sreces 8% well

Graail  smeermeome e o

mm | AN other returming students please BCIVETe YOUF NEW EMON SCCOUNE and request data MGRton from okd Student Emad System

TS ZIMNDIQ o snadern limst Systom Tres system GOKS MOT REGENVE EMAL and 13 oniy avatacks unbl 17 Fobrsry 7018 or s6c0s5ng
nforTration froem the Oid Emod System.

? FAQ For Pl 6n Torwaraing omall of £enfigunng you MeBlc Gevete

Cortact detabe for EUpport CHS Serice Dk, Tel (011) TITATIT, o mai (THepgwee & 20

All electronic University correspondence sent to your Wits email address.
If you are using another email address, follow the instructions below to forward the emails sent to you by the
University

SECTION A10.1 - OUTLOOK 2010 EMAIL SETUP

Click on the Start Button, and then go to Control Panel

L3 & Conteel Panel 3 Al Comtral Panel e » = | 6y || Seareh Covrnd Panet A

Adjust your computer’s setings Viea by Smallicons ®
0 Micrioh Gutect 200

_‘*' Gesting Stated b

™ tcte

Seacky Neees

‘% Snipping Toel
i #oe

il TS Ve

G Windowt Fax and Scan

h Remcse Desktp Conseston

In Control Panel, click on Mall

Click on Show Profiles

3 ot T G W]

E-mail Accounts

L‘:j Setup e-mail accounts and directories. E-mail Accounits...

Data Files
4, Change se?:ﬁngs for the files Outlook uses to Data Files... |
% store e-mail messages and documents,
Profiles

Setup multiple profiles of e-mail accounts and Shaw Profil |
data files. Typically, you only need one.
Close |
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-
LA Mail

Click on the Add

e |

General I

,@ The following profiles are set up on this computer:

Add... |

Remove I Froperties I

-

COpPY. .. I

‘When starting Microsoft Outlock, use this profile:

" Prompt for a profile to be used
* Always use this profile

=l

OK I Cancel

I Applye I

Choose a meaningful name of your choice as the Profile Name, then click OK

[ (A Mail

General |

(A New Profile

Profile Name:

({,,) Create Mew Profile

Test Gmail Student Email

Add...

Remove Properties

COopy. ..

When starting Microsoft Qutlook, use this profile:

¢~ Prompt for a profile to be used

= Always use this profile

=l

OK Cancel |

Apply |

The next screen will resemble the one below. Select manually configure server settings or additional

server types and then click on Next.

-
(A Add New Account

Auto Account Setup

Connect to other server types.

) E-mail Account

our Marme:

E-mail Address:

Password;

Retype Password:

() Text Messaging {SMS)

Example: Ellen Adams

Example: ellen@contoso.com

Type the password your Inkernet service provider has given you,

@a sl Combieuire server settmgs or sddtonal server wa

Version 8.0.1 2016
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Select Internet E-mail and click Next

Choose Service

o Internet E-mail
Connest to POP of IMAP server to send and recerve e-mal mescages.
Tl Fxchange or compatible serscoes
Cannect and access e .mal messages, calendar, eontacts, faxes and voice mal messages.

Text Messaging (M5}
Connect (o a mobile messagng service,

Other

Conrect 10 8 s Lyge showe bekow.

Configure your profile as seen in the screen shot below. i.e:

Your Name : Your Name & Surname

E-mail Address : Studentnumber@students.wits.ac.za
Account Type - IMAP

Incoming mail server : imap.gmail.com

Outgoing mail server : smtp.gmail.com

Username . Studentnumber@students.wits.ac.za

Password : Your Password
Make sure that the “ Require logon using Secure Password Authentication (SPA)” option is checked
and then click on More Settings

B Change Acsount [

Internet Eooail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Test student GMail account After filing out the informaton on this screen, we
Fecommerc you test your account by cicking e buttan
M|  e-mail Address: 1111111a@studants. wits, ac. 3 belove, (Reguires e bwork connection)

S o e [ Test account settings ... |

Account Type: IMAR

Incaming mail server: imag. grmal.com +| Test Account Settings by diddng the Mext button
Outgoing mail server (SMTPY | wmip, grosil.com

Logon Information

User Name: 111111 1a@students, wits. ac. )

Passwor I ———————

[#] Remember passward

[¥] Require logon using Secure Passwoerd Authentication (SPA) [ More Settings 1

[ mexe > [ cancel ]

Under the Outgoing Server tab. Check both the “My outgoing server (SMTP) requires authentication
as well as the “use same settings as my incoming mail server” options

Internet E-mail Settings IEI

| General I Sent Items I Deleted Items

Qutgoing Server | Connection I Advanced |
My outdoing server (SMTF) requires authentication
(@) Usef same settings as my incoming mail server

Log on using

Remember password
Reguire Secure Password Authentication (SPA)

[ oK J [ Cancel

24 |Page
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Under the Advanced tab, for the Incoming server choose SSL from the drop down list and use port

993. For the Outgoing Server select SSL from the drop down list and then use port 465. Then click on
the OK

Internet E-mail Settings ’

‘ General | Sent kems | Deleted tems \
‘ Outgoing Server I Connection |

Advanced

Server Port Numbers

Incoming server (IMAP)

Use Defaults

Use the following tyge of encryptied connection:

Outgoing server (SMTP)

Use the following type of encrypted connection:
Server Timeouts
Short

Long 1 minute
Folders

Root folder path: |

o ][ conea |

After clicking on the next button, the two tasks as shown in the screen shot below will then execute
and must yield “Completed” status. Once that is complete, click on the Close

(B Add New Account

P9
Test Account Settings
c Al tests completed Click Close to contiue. Stop
(o=
on this screen, we
| Bount by dicking the button
ot | fnecton)
v Log onto incoming mail server (IMAF) Completed
' send test e-mail message Completed
[y cicking the Next button
User Name: -11111a@students.nits.ac.za
Password:  [reeeeen
| Remember password
[F]Require logon using Secure Password Authentication (SPA) ——
<Back || Mextz | [ cand |
|

Click on Finish. Click on Properties

" @ Mail [

- General
v e w S E— T — g I

v
A Change Account

The following profiles are set up on this computer:
Comgratulstions!

" Test Gmail Student account
e information requin 1 your sccount,

To dose the wizard, didk Firish.

Add... Remove I Properties || Copy...

—

When starting Microsoft Outlock, use this profile:
" Prompt for a profile to be used
i Always use this profile

ITest Gmail Student account ;I

I oK Cancel | spply |
k — e
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Go to E-mail Accounts, make sure the

"
3 Mail Setup - Test Gmail Student account ﬁ

account you just created is highlighted and
then click on Change...

E-mail Accounts

A Account Settings ===

<) Setup e-mail accounts and directories. E-mail Accounts. .

B
Data Files

#,  Change settings for the files Qutlook uses to Dat Fikes...
yg store e-mal messages and documents,

Close

h T e W e v ]

t-mad Accuunts
‘fous £an add or remaue an account, You can select an account and change its settings.

Evmal | Data Fkes | R55 Feeds | sharePunt Usts | intemet Calendars | Publshed Caiendars | Address ooks |

o rew... R‘R:pu... ] Hremwve * &

Selected acenunt delvers new messages ta the folwing lncation:

1111111 a8 tudents. wils-acza| Inbux
indata fle C:1.. 1111111 it 5e. 78 - Test Gmad Shudent

Click on More Settings ...

-
(¥ Change Account
- - — - - —

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

Account Type: AP
Incoming mail server: imap.gmail.com
Outgoing mail server (SMTP): [smip. gmail,com
Logon Information
User Name: 1111111a@students.wits.ac.i
Password:
Remember password

Require logon using Secure Password Authentication (SPA)

User Information Test Account Settings
| Your Name: Test student GMai account After filing out the information on this screen, we
recammend you test your account by cicking the button
M| Emai Address: 11111112 @students.wits.ac.; below. (Requires network connection)

Server Information
Test Account Settings ..

Test Account Settings by dicking the Next button

More Settings ...

Under the Sent Items tab, select the Do Not save copies of sent items option and then click on OK.
(When using an IMAP email account, Google already sends a copy of every sent email to the sent
itemes, if this option is not selected, you will receive two (2) copies of every sent message in your sent

items folder.)

Note: This option will only be available if the account is created as per the above process, or else it

will be greyed out.

L Internet E-mail Settings

=0

| Outgoing Server | Connection

| Advanced |

| General | Sent Tbhems

@) Do not save copies of sent items

lder on the server:

| Deleted Items |

E-£52 11111lla@students. wits.ac.za

S W B N W

More Folders. ..

Mews Folder. ..

@ Sawve sent items in the Sent Items folder on this computer

(C

oK ]][ Cancel ]

Version 8.0.1 2016
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Once again, click on Next.

-
(A Change Account

— - w—

Internet E-mail Settings

User Information

| Your Name:

M Emai address:

Server Information
Account Type:

Incoming mail server:
Outgoing mail server (SMTP):
Logon Information

User Name:

Password:

Each of these settings are required to get your e-mail account workng.

Test student GMail account

1111111a@students. wits.ac.;

IMAP
imap.gmail.com

smip.gmail.com

1111111a@students. wits.ac.i

Test Account Settings
After filing out the information on this screen, we

recommend you test your account by dlicking the button
below. (Requires netwark connection)

Test Account Settings ...

[] Test Account Settings by dicking the Mext button

Remember password

Require logen using Secure Password Authentication (SPA)

More Settings ...

The two tasks as shown in the screen shot below will once again execute and show

“Completed” status. Click on the Close

;___,a Add Mew Account

ITE‘S‘ Account Settings

Tasks | Errors

Congratulations! All tests completed successfully. Click Close to continue. Stop

Close

n on this screen, we

punt by dicking the button

Tasks

" Log onto incoming mail server (IMAP)
\/Send test e-mail message

Status inection)

Completed
Completed

Iy dicking the Mext button

User Mame:

Password:

1lllla@students.wits.ac.za

Remember password

[ Require logon using Secure Password Authentication (SPA)

More Settings ...

= Back ][ MNext = ] [ Cancel ]

It might take some time for your email to complete the initial sync, depending on your network
speed and how much mail you have in your Wits student mailbox.

Version 8.0.1 2016
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SECTION B - STAFF AND STUDENTS (INFORMATION AND CONFIGURATION -
WIRELESS AND VPN)

SECTION B1 - EMAIL — SPAM

WITS ICT’s email gateway blocks tens of thousands of spam email on a daily basis. Some emails may
not be recognised as spam and therefore are delivered into your mailbox.

WHAT IS SPAM?

The internet definition of SPAM s -
“Irrelevant or unsolicited messages sent over the Internet, typically to large numbers of users, for the
purposes of advertising, phishing, spreading malware, etc.”

WHAT TO DO WITH SPAM

Spam mail that arrives into the users’ email box may or may not have the words SPAM: tagged onto
the subject line of the email. Most spam maiils are diverted to your Junk mail folder.

NB. MAILS CONFIRMED, AS SPAM SHOULD BE DELETED IMMEDIATELY!

Do not respond to the spam email or visit a web site link that claims you can be unsubscribed. These
are often decoys used to determine whether your address is valid. If you acknowledge to a
spammer that your account is active, the address becomes much more valuable and may be
resold to other spammers. Spammers often falsely claim that you have requested to be on their list.
Responding to such claims confirms the validity of your e-mail and makes it likely you will receive
even more unwanted e-mail. Legitimate businesses will recognize and honor list removal requests,
but it is not always easy to determine whether a business has such integrity.

Should you click on ‘unsubscribe’ when you get a spam email?

No. Clicking an unsubscribe link may confirm to the spammer that your e-mail address is working and
is being used actively. Such 'live' e-mail addresses are valuable and can be resold to other
spammers, resulting in even more spam sent to you.

SECTION B2 - WHAT IS SPOOFING?

Email spoofing is forging an email header to make it look like it came from somewhere or someone
other than the actual source. It is often an attempt to trick the recipientinto making a damaging
statement or releasing sensitive information, such as passwords.

If you're receiving bounced (returned) emails for messages that you never sent and that use as the
return address your domain and addresses you never created, then this could be a case of
spoofing.

SECTION B2.1 - HERE IS HOW SPOOFING OCCURS:

A spammer finds an email address or a valid domain. (Spammers spend their days looking for
these.) The spammer sends a large email campaign with this domain in the “From” address, using
various email tools that prohibit easy tracing of the origin. These tools cloak, scramble or remove the
header entirely. Most people assume an email came from the address it was sent from, just as they
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do with the return address on snail mail they receive. AN innocent domain owner gets flooded with
bounce messages from the email addresses that were not valid or have blocking capabilities. Within
a week, the spammer gets shut down by his/her ISP due to excessive bandwidth, complaints from
people who figured out who actually sent the emaiil, etc.

The spammer moves onto another domain.

Unfortunately spoofing is incredibly hard to trace, and the general suggestion to deal with itis to
ignore the problem.

Spoofing is possibly the most frustrating abuse issue to deal with, simply because it cannot be
stopped. Spoofing is similar to hand-writing many letters, and signing someone else's name to it. You
can imagine how difficult that would be to trace.

SECTION B2.2 - WHAT IS ABUSE@QWITS.AC.ZA - AND HOW TO USE IT

This is a reserved email address for a dedicated purpose. The primary function is to make it easy for
the administrators of various servers when they need to contact the most responsible person for a
particular service.

Report phishing to abuse@wits.ac.za

DO send any phishing emails to the abuse@wits.ac.za address

DO send mails that are abusive or defamatory to abuse@wits.ac.za address

DO NOT send spam mails to the abuse@wits.ac.za address. Spam mails usually arrive from spoofed
addresses and these are usually difficult to block.

SECTION B3 - HARDWARE AND DEVICES

Staff and Students who would want to purchase a desktop, laptop or device for personal
use, PURCO on behalf of the South African Universities, negotiated prices with specific
suppliers for specific laptops that offered to qualifying staff and students.

Note: All transactions relating to the procurement of the laptops are between the computer
supplier and the end-user. There is no financial gain for the University. PURCO is the Purchasing
Consortium of Southern Africa

Click on http://www.stp.ac.za/
Or call 0800 22 37 33 /0800 ACERED
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SECTION B4 - SETTING UP YOUR MAIL

SECTION B4.1 - IPHONE EMAIL SETUP

Go To “Settings “Add Account “Mail, Contacts, Calendars”

‘wi_Vodacom %= 15:23 41% wi_Vodacom % 15123 41% @

" Settings M"t-]i'l; Contacts, Calen...

Accounts = .
H Wallpaper b
. iCloud > .
| Contacts, Calendars and 6 more... | LLL DO T ER Ll '
Gmail > ! General
| Mail | - 'j
' Add Account... ®> ¢ O iCloud
x y E] Mail, Contacts, Calendars @ >
. Fetch New Data Push > — |
- K Twitter >
Mail — |
Show 50 Recent Messages » —— '
| @ FaceTime >
Preview 2 Lines > —— -
i” ‘ _ - b4 safari >
P teccanae q
wi_Vodacom %= 15:24 419%™
«i..Vodacom 5 15:23 41 % = = "

emcs | Exchange

Add Account...

' Email| Studentld@students.wits.ac |

@ iCloud

Microsoft’ ‘

““ Exchange @ ~—=|
. ; Domain| Students |
Gmail |

Username | Student No. |

YA_HOO.’ Password eeseesssese

Senrerl Studentmail.wits.ac.za | '

AOI. Description Wits
Z WindowslLive" |
=4 Hotmail
Select “Microsoft Exchange”

Enter the information as shown in the dialogue
box above
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>

4
&

mi_ Vodacom = 15:24

BEEEEEIIBI
< EEEBM a

1 "
Emai1 Studentid@students.wits.ac.za \t— ff mMail m ™
fll Contacts ) OFF
Server ‘ Studentmail.wits.ac.za | —
" calendars ON
Domain | Students | D Reminders ) OFF

Domain User name: Student No Domain User name: DS\Staff No

Password: Email Password Password: Email Password
Exchange Server: Studentmail.wits.ac.za Exchange Server: Email.wits.ac.za
You can then choose to switch on the items you need to have on your IPhone

NG

Your Keyboard will appear allowing you to type in the information required

SECTION B4.2 - ANDROID EMAIL SETUP

e.g. Samsung Galaxy, Samsung Galaxy SlI, HTC Desire etc.
B89

Accounts and sync

Background data

~ il m 20:31

l, Power saving mode
Auto-sync

{1 Location and security
Manage accounts

Fa

B Applications

Q Accounts and sync

W Motion

tH Privacy

& storage

Sync all

Go to “Settings” Select
Select “Accounts and sync” “Add Account”

Version 8.0.1 2016
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m=>9 = uil B 09:46 00 ¥e) = ull B 08:02

Add account Exchange server settings
Domain: user name
ETE
Password
esos | @ |

e B Exchange server

IN Linkedin _

Studentmail.wits.ac.za [ J
Sync account R
E ’ +" | Use secure connection (SSL)
Server —

‘ + | Accept all SSL certificates

More accounts —

I "1 Microsoft Exchange

b o ActiveSync

8 Google
Next ._‘
Select “Microsoft Exchange” Enter the information As indicated below

Please follow the above images and input credentials according to student or staff status as
below:

Domain User name: Student No Domain User name: DS\Staff No
Password: Email Password Password: Email Password
Exchange Seryer: Exchange Server: Email.wits.ac.za
Studentmail.wits.ac.za

Then select Next

B9 = a1 m 20:32 BT
Account settings Account settings

General settings . )
Period to sync email
Account name 1 d

Add signature Empty server trash

) Sync schedule
Signature " t b

Period to sync Calendar
Default account

Size to retrieve emails

Always Cc/Bcc myself

Security options

Exchange ActiveSync settings
Notification settings
Period to sync email ‘ = s
Email notifications

Select Default Account and Signature, Slide down to select further options if required
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P

Ba =ul ® 2091 BT
r q’ Account settings

s ol Microsoft Exchange ActiveSyne Email notifications

General settings

Account settings

Data & synchronization

Sync Contacts
Server settings

i Incoming settings

Sync Contacts

Sync Calendar

Common settings

‘1 Sync now u Remove account s o
| Split view mode

Select and tick: Select “OK” to accept Remote
Security Settings

“Sync Contacts”

“Sync Calendar”

SECTION B5 - ANTIVIRUS

Procedure for checking for viruses on Memory Sticks (Flash Drives)

You can insert your memory flash drive/memory stick onto the pc in the lab, Eset Nod is loaded
on the PC, and is visible on the bottom right hand corner of your pc You then need to click on

Eset Nod, click on Computer Scan, and select the drive you wish to scan. It will be on the list of
drives. You would only need to
tick the box and scan.

Alternatively, you could seek outside assistance or reformat the USB.

i

) Formatting your memory stick will result in the loss of all information on the memory

stick. Consider carefully before formatting your memory stick.

For personal devices that are not University Assets; you can connect to the one of the popular
vendors below and download an antivirus application. Some of the products are free for private use
and some are not. Please check the license for the product you choose.

AVG http://www.grisoft.com/ E-SET http://www.eset.com/
F-Secure http://www.f-secure.com/ NAI  http://www.mcafee.com/
Symantec http://www.symantec.com/

G

[ ( Please note that this list is not a complete list of anti-virus vendors, and the Eset product is
available at University negotiated rates from WITS ICT . Contact the Service Desk for contact
information

33|Page
Version 8.0.1 2016


http://www.grisoft.com/
http://www.eset.com/
http://www.f-secure.com/
http://www.symantec.com/
http://www.mcafee.com/

UNIVERSITY OF THE WITWATERSRAND
JOHANNESBURG

SECTION B6 - VIRTUAL PRIVATE NETWORK (VPN)

Wits VPN settings and instruction documentation may be accessed at :
www.wits.ac.za/access

SECTION B7 - PROXY SETTINGS

SECTION B7.1 - PROXY SETTINGS ON WINDOWS INTERNET EXPLORER

Internet Options

Ganersl | Sscurty | Privacy | Content @ Frograms | Advanced |
7 Soarch - Windews Intarnat Explorer provided by Liniversity of the Witwararsrand -e“ Tor 56 P an Intermel Connedtion, cc: E
— Sk
g e o v
Disl-up srd Virtusl Privats Network ssttngs

e e ;.«m
« -] R Drtwar e R4St B Swedt Sm e - o wester [ Supohg =

IrPrivats Brossry ti P = = » .
« reo - @I - & it P oy @ Sve v (Y soppeg + Py vebent v e = G Games - E
* i - P — s |08 g e @oveas - Blons - Qs et
i PP iainisbhsoishe 3

Fop-up Socker " Choices Sattings § o nesd b oonfipors 5 Doy
Broew St Soan Fiar ' 4l server 1or & condmctien,

Mo Skirs.

Cogblty vim

Compathilicy vew Setrgs

Wi Lpsdate: Local Ares Metwork (LAN) settings

P—— iz ) LAt Sattings do not spphy to disl-up connections, 8 LN settings 3

L/ Chaase Seltines above for dial-up settimgs. o —)

werdona Matnarger

Sends Crebiote. %

S0 T 1 Wit L Wity

Berempry

Web imicei iees Dieploadi Woed v
[ e— Google -

Open internet explorer, click ‘tools, internet options’

Click ‘Connections, LAN Settings’

Internet Options
-
Local Area Network (LAN) Settings

Automatic conFiguration -
Automatic configuration may override manual settings. To ensure the Proxy Settings

use of manual settings, disable sutamatic configuration.
Servers

‘A

[ automatically detect settings

Type Part

D Use sutomatic configuration script

Proxy server

ke a proxy server for your LAN (These settings will not apply to
d--up o i

55, Proxyss, Wits,ac Pon

Advanced

il

Efpass proxy server for local addresses

FTF:
I
& the same proxy server For all protacols

Exceptions

Do not use proxy server For addresses beginning with:

P—
I*‘.wits.ac.za;l%.l‘?l.* I

Use semicolons { ; ) to separate entries.

0K Cancel

3z

Lacal firea Metwork (LAM) settings

LAN Settings do not apply to dial-up connections, LAM settings

Chaose Settings abave For dial-up settings.

Change the address to:

Students:
Staff:

proxyss.wits.ac.za - port 80.
proxyad.wits.ac.za — port 80

Open a new page and it should ask for a username and password for
proxyss.wits.ac.za/proxyad.wits.ac.za, which would be as below:
Username would be students\student number with a capital letter in the student number, or Staff

number and password
O

Use your email password as your proxy password as well.
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SECTION B7.2 - PROXY SETTINGS FOR FIREFOX/MOZILLA

From within Firefox, click on “Open Menu” and then “Options”.

— >
#i S- ¥ @ &=
Cut Copy Paste
- 100% +
Mew Window  Mew Private Save Page
Window
il
& 0 &
-
Print History Full Screen
Find Options Add-ons
Developer
{2 warren jongman@gmail.com
Customize Q {:J'
Click on “Advanced” and then “Settings”.
Advanced
Q
General Data Choices Network Update Certificates

5 Content

Connection
Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 1,2 MB of disk space Clear Now

\:\ Qverride automatic cache management

B Advanced
Limit cache to 350 MB of space
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For Students:

You can now start browsing the internet. When the “Authentication Required” window pops up, use
students\student number as the “User Name” and your student email password, as the “Password”.

Version 8.0.1 2016

JOHANNESBURG

Connection Settings

Configure Proxies to Access the Internet
() No prosy
() Auto-detect proxy settings for this network

() Use system proxy settings

C@ Manual proxy configuration: )

HTTP Progxy:

proxyss.wits.ac.za | Port:

[] Use this proxy server for all protocols

S5L Proxy:

rowyss.wits.ac.za

ETP Proxy: Port:

SOCKS Host: | | Port

Mo Proxy for:

() SOCKSwv4 (@ SOCKSw3 [] Remote DMS

(*.wits.ac.za, 146.141.%)

Example: .mozilla.org, .net.nz, 192,168.1.0/24
() Automatic proxy configuration URL:

[] Do not prompt for authentication if password is saved

Cancel

Reload

Help

Authentication Required

The proxy moz-proxy://proxyss.wits.ac.za:B0 is requesting a

username and password. The site says:
‘moz-proxy.//proxyss.wits.ac.za:80"

User Mame: STUDENTS\student number

Password: ARESEEEE

Cancel

ok )
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For Staff members:

Connection Settings

() No proxy

Configure Proxies to Access the Internet

() Auto-detect proxy settings for this network

() Use system proxy settings

C@ Manual proxy configurationD

proxyad.wits.ac.za | Port: |

(] Use this proxy server for all protocols

[] Do not prampt for authentication if password is saved

S5L Prowy:\| proxyad.wits.ac.za | Port: | 20
ETP Proxy: | | Port: | 0

SOCKS Host: | | Port: | 0%

(O) SOCKSv4 (@ SOCKSvS [ Remote DNS

Mo Proxy for:

*wits.ac.za, 146.141 .*:l

Example: .mozilla.org, .net.nz, 192.168.1.0/24

() Automnatic proxy configuration URL:
Reload

You can now start browsing the internet. When the “Authentication Required” window pops up, use DS\staff number
as the “User Name” and your staff email password, as the “Password”.

Authentication Required

"moz-proxy.//proxyad.wits.ac.za:80"

User Mame: DS\staff number

Password: -1---1--'

The proxy moz-proxy://proxyad.wits.ac.za:80 is requesting a
username and password. The site says:

NB.

Students

Username: Students/Student No.
Password:

Password allocated on registration

Staff:

Username: DS\Staff No.
Password: Email Password

Version 8.0.1 2016
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SECTION B7.3 - PROXY SETTINGS ON APPLE MAC OS X VERSION 10.11.X

CONFIGURING SYSTEM PREFERENCES IN THE NETWORK PANE

Configuration Guide

Go to www.wits.ac.za/access, and from the Mac section, download and open the zip

file. Once the zip file is open, you will see the following 3 files.

WY N

[ OpenVPN for Mac

SEILNERERNEEN Y a )

FAVORITES
= All My Files -
rﬁq Applications
(= Desktop ealbq_551813001
% Documents 403771164.0vpn

= -

£ =

DOCK
OpenVPN far Tunnelblick_3.4bet
Mac.docx a34_r2935.dmg

O Downloads
SHARED
TAGS
@ Red
) Orange
Yellow
Creen
O Blue
) Purple
" Gray
All Tags...

Open the Tunnelblick dmg file.

N —

[ OpenVPN for Mac

I RERNEINEENC Y @

FAVORITES
=l "
= All My Files
lﬁq Applications
(=] Desktop ealbg_551813001
%1 Documents 403771164.0ovpn

0 Downloads

SHARED
TAGS
© Red
) Orange
Yellow
Green
O Blue
) Purple
" Gray
All Tags...

DOCX

OpenVPN far Tunnelblick_3.4bet
Mac.docx a34 r2935.dmg

Version 8.0.1 2016
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Double click the Tunnelblick icon to begin installation.

8 00 _| Tunnelblick

Double-click to begin
Start mit Doppelklick

Tunnelblick Online
Documentation.webloc

Double-cliquez pour commencer
W6

Haga doble clic para comenzar
Doppio click per iniziare
[Baxabl KNWKHUTE ANs Havana
Dubbel-klicka for att bérja
EATILIIVILTHETS
Dubbelklik om te starten
Dobbelt-klikk for a starte
AlZtsteiH ol 22

Feu doble clic per comencar

Enter your MacBook username and password to authorize the installation and click ok.

Tunnelblick must be installed in

- L Applications.

'—Q Do you wish to install Tunnelblick 3.4beta28
(build 3872) to C/Applications?

Type your password to allow this.

Mame: Jamil VPN

Password:

| Cancel | | OK |
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Installation succeeded

Tunnelblick was successfully installed.

Do you wish to launch Tunnelblick now?

Quit | | Launch |

Click Launch.

Click on | have configuration files.

Welcome to Tunnelblick

There are no VPN configurations installed.

Tunnelblick needs one or more installed configurations to connect to a VPN. Configurations are installed
from files that are usually supplied to you by your network manager or VPN service provider. The files must
be installed to be used.

Configuration files have extensions of .tblk, .ovpn, or .conf.

(There may be other files associated with the configuration that have other extensions; ignore them for
now.)

Do you have any configuration files?

=
| Quit | | | DO NOT have configuration files | [E—Lh“ﬂnﬁguuﬂu-ﬁl-—)
A=

Select Done.

Add a Configuration

Configurations are installed from files that are
supplied to you by your network manager or VPN
service provider.

Configuration files have extensions of .tblk, .ovpn,
or .conf.

(There may be other files associated with the
configuration that have other extensions; ignore
them for now.)

To install a configuration file, double-click it.

The new configuration will be available in Tunnelblick
immediately.

|  Back |[ Daone ]

Navigate back to the 3 files that were extracted from the Zip file. Open the ovpn file.
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W —

[<i»]

[] OpenVPN for Mac

F.;'-WORITES. ]

= All My Files

gﬂg Applications
E Desktop

@ Documents

0 Downloads
DEVICES
Q Tunnelbl...
SHARED
TAGS
© Red
) Orange
Yellow
. Green
) Blue
© Purple

E -

=

‘DOCK

ealbq_551813001
403771164.ovpn

OpenVPN for Tunnelblick_3.4bet
Mac.docx a34_r2935.dmg

»

_ Cray

Select Only Me.

Install Configuration For All Users?

Do you wish to install the 'ealbg_551813001403771164'
configuration so that all users can use it, or so that only

Yyou can use it?

| All Users | | Cancel | [ Only Me ]

Enter your Macbook username and password and click ok.

Version 8.0.1 2016

Tunnelblick needs to:
M\

Lﬂ & Replace one configuration

Type your password to allow this.

Name: | Macnician

Password: | |

| Cancel | [ OK |

Click OK
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(@00 Tunnelblick ]

Tunnelblick Configuration Installer

Tunnelblick successfully:

* Installed one configuration

You will see a new icon on the top right of the Menu bar, click this icon and select Connect
ealbq_551813001403771164.

{9 © Mon 12:39AM Q =

|  No Active Connections

' ¢] [}
- (Connect ealbg_551813001403771164) |
| AddaVPN... . 1
t VPN Details... Q

Quit Tunnelblick | )

For staff members, enter ds\staff number and your Wits email password. Then click OK.

For students enter students\student number and your Wits email password. Then click OK.

Tunnelblick: Login Reguired

A username and password are reqguired to
connect to
ealbg_551813001403771164

Username: ds\a0005248

Password: | sesennnd

[ | Save in Keychain

| Cancel | [ oK ]

You are now connected to the VPN.
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m o © Mon 12:43AM Q i

Tunnelblick

1bs In: OBfs 8.17 KB
OBfs 5.75 KB

This concludes the configuration of VPN for Mac machines.
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SECTION B8 - WIRELESS ACCESS FOR LAPTOPS AND NOTEBOOKS

SECTION B8.1 - WIRELESS SETUP FOR WINDOWS 8

Right click on the “network connection status icon” (located on the task bar — bottom right corner

of your screen just next to the time) = and right click on it. Choose the “Open Network and
Sharing Center” option.

Click on the “Set up a new connection or network” option as seen in the screen shot below:

5 Controd Panefubd| Control Paned Iterms\Nictwaork and Sharing C = C L]

2! Set Up a Connection or Network

YL

Configure The SSID as per screen shot below:

Network Name: Wits-Wifi (please note that both W’s must be in capital letters).
Security type: WPA-Enterprise

Encryption type: AES

Then click on “Next”
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b Controd Panefall Controd Panel itemsi\Network and Sharing Center =

T EF Al Cantral Danel Bems s Metucrk and Sharing Cantes - sarch Centred Pare o

ontral Pan
Chang
i mation for the wireless network you want to add

[r— s s

Sermrity tymes WA Emarprse -

Encryption rype: T ES -

ety Ky

7 Sunrt s commextion sutommeticetly

CaRneet £ven o the netusrk i net Brasdeasting
Wiarming: o o select This SpRian, our Sampater's privaty might Be ot ik

Heane
Irnernet Cptions
wingows Firewall

Then click on “change connection settings” in the next screen that will appear as seen below

3 Control PanefAll Control Panel tems\Network and Sharing Center =

Select the “Security” tab at the top. Uncheck the “remember my credentials for the connection
each time I’'m logged in” and then click on the “settings” button as seen below:

o|@| =%
| @ hitp//search babylon.com/TaffiD=1 &babsre=t O+ © X || &3 Navigation Canceled
| Wits Wifi Wireless Network Properties =)
0 the webpage was cancele «tfl] Wireless Network Connl
£ 3| [Conecton| Seatty
General
Connecton Security type: | wea-Enterprise -
1Pv4 Connectiity: . e
P8 Comectity: R —
Meds State:
SSID:
Duration:
Speed: Choase a netwerk authenbeation methad:
Signal Qualty: | Marosoft: Protected EAP (PEAP) v || setngs |
0 Remember my redentias for ths connecton each
[ Detats... |[ wf trme I'mlogged on
Actnity
Sed
Bytes: & B ——
| Advanced settings
[ Biproperses | [ g
—
The ‘Skype Browser Helper’ add-on from 'Skype Technolagies SA' is

Bi 2= € ole/o[a)

Uncheck “Verify the Servers identity by validating the certificate” and click on the “Configure”
button as seen in the screen shot below.

After clicking on the “Configure” button as seen in the screen shot above, the following window wiill
pop (screen shot below). Uncheck the option below as seen in the screen shot and click on “OK”
and that should bring you back to the screen shot above. Click on the “OK” to close the
“Protected PEAP Properties window”.
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The screen shot below will appear. Click on the “Advanced Settings” button

When connecting:
[ verify the server’s identity by vakdating the certificate

Cornect to these servers (examples:srv Lsrv2:. "LsrvI\.com):

W] s Corficate Services |
[ ] AC Rusiz Certicmara S.A.
AC RALZ DNIE

AC RALZ FNMT-RCM

] ac1ramz MTIN

] acepacom Root

[

1000

:

i)

Motfications before connecting:

Tell user if the server’s identity can't be verified

Selact Authentication Method:
Sequred password (EAP-MSCHAP vI)
[+f] Enable Fast Reconnect
"] Enforce Network Access Protection
[ Desconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

When connecting:

DMomd.icdymewthowsbgunnmw

password (and domain ¥ any).

T, S I

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) v Setongs

|| Remember my credentials for this connection each
time I'm logged on

Check the “specify authentication mode” and click on the “Save Credentials” button and then
choose the “User Authentication” option from the list as seen in Fig.1. An authentication tab wiill

appear as seen in Fig.2.

Version 8.0.1 2016
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Please take Note of the following:

Students

Username: Students/Student No.
Password:

Password allocated on registration

Staff:

Username: DS\Staff No.
Password: Email Password

802 1x setings
[ Soeaty suthentiation moe:

User authenbeaton ¥ Seveaedebel

Enable sgle s on for thes network

s .

e

Figl

Advanced settings =

802,11 settgs

V] speafy muthenticaton mode

Save credentials
Saving your credentials allows your computer to connect to the network
when you re not logged on (for eampie, to downicad updates).

H Ve name
Password

Fig2

This should bring you to the screen as per screen shot below. Click on the “Close” button to

complete the setup.

Successfully added Wits-Wifi

# Change connection settings
Open the connection peoperties 3o that | can change the settings

When you are done with configuring the “Wits-Wifi” wireless network, you can now connect to it as

illustrated in the figure below. Go to your “Network” icon

|

and click on it. It should list all the

available wireless networks. Choose Wits-Wifi and connect to it as illustrated in the screen below.
Please make sure that the “Connect Automatically” is checked.

Version 8.0.1 2016
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Networks

Connections

Network

Wi-F

Connected {3

Wits-Wifi

Connect automatically

Wits-Wifi-Guest Sl

‘Wifi-Mobile

The last thing you will need to do in order to be able to browse the internet, is to configure your
Internet proxy settings. This is done in your internet browser, for instance Internet Explorer or Mozilla
Firefox. Please note that if you are using Google chrome, you will need to setup the Internet
explorer and Google Chrome will derive the settings from IE.
Step 13: Internet Explorer Or Google Chrome Users: Open Internet explorer, in the top section, go

to Tools, and then choose “Internet Options” as seen in the screenshot below.

File Edit View FawrimHelp

W-g -

Delete browsing history...

- P

InPrivate Browsing

Tracking Protection...
ActiveX Filkering

Reopen last browsing session
Add site to Start menu

View downloads
Pop-up Blocker
SmartScreen Filter
Manage add-ons

Camnpatibility View settings
Feed ducoverny

Windows Update

F12 developer tools

SmartPrint

Internet options

Ctrl+Shift +Del
Ctrl+Shift+P

Ctri+)  gces | Telephone

b

Enhancing and extending student

learning with Lecture Capture

i, Experiences Using “Clickers” in

Large-class Tutorials and Lectures

gistrar's Help Desk | Classilieds

Associations | Library Se

Quick links and logons

Wits News
Library Website Survey

Take the survey

Nicoleen Potgieter, new Head
of EGO

? Praofile: Prof. Johnny Mahlangu

More eyes needed to address
global challenges

New Built Environment Precinct

to foster excellence
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| Almanac | SEnC |

Wits Index | Wits Home

i A

Education | News | SIMS | FAQs

- Search

Employee Self Service §

CHOOSE AN OPTION

» SIMS Live

« Training for SIMS and Manuals
« eCommunications on SIMS

« SIMS environments

« elLearning

» Venue Bookings

- Heads of Schools website

WIFI Hot spots

>
e & manuals

RATED

saon. Click here to view a kst of Wis
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A window like the one in the screen shot below will appear. Click on the “Connections” tab and

click on the “LAN settings” button.

Internet Options v

General | Secunty | Privacy | Content | Conrmctiors | programs | advarced

g To sat up an Internst connection, chek Setyp
Satup,

Dnal-upr and Virtual Private Network settings q
5 WLk e
5 Vodacom PrePay
B vedafone Moble Connect Add VBN
Bewrn

Chouse Settings ¥ you need to condigure & prooy Eettngs
server [or & conewction.

@ Hervar chal a gornection
Died wheraver & etwerk connection ks rok presert
Advuys deal mry dafaul cpreaction

Loecal Ares Metwork (L) settings

LAN Settngs do not acply bo ds-up connections. LA settings [
Choose Settings sbove for dish-up settings. &

Local Area Network (LAN) Settings @

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings|

Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).
Address:  proxyss.wits.ac. Port: 80 [ Advanged ]

V| Bypass proxy server for local addresses

[

oy [

Fig. 5

This will bring up the following window (Fig. 5). Make sure you have
both of the options in the proxy server section checked as seen in the
screen shot below. (fig.5)

LProxy Settings
Servers
LS Type Proxy address to use
(i
HTTP: roscvss. wits.ac 23]
Secure:
ETR:

Sogks:

] Use the same proxy server for all protocols

Exceptions
a Do not use proxy server for addresses beginning with:

G2
* wits. ac,z8;146. 141, localhost

Use sericolons ( ; ) to separate entries,

[ o [ Cancel '_

Fig. 6

For students: The Proxy Server must be proxyss.wits.ac.za and Port: 80
For Staff: The Proxy server must be proxyad.wits.ac.za and Port: 80

When you have done this, click on the “Advanced” button and a window as seen in Figé above
will appear. You will then need to insert the following in the text field provided: *.

wits.ac.za;146.141. *

Step 16: Mozilla Firefox Users: Open your internet browser. Go to “tools”, and then go to “options”

like in the screen shot below.

A M5 L - Guticck com fosmmesty H,

Staet Briate Brvating CideShlteF
Chear Recent bistoay... CofeShfte Del

Plugin Status

Potentially vulnerable plugins

s - c 4 m Cok Iacegenusiphegnchacts

# Mo Visted @ Geting Staned

="""""pur Plugins

S

Go to “Advanced”, choose the “network” tab, and then click on the “settings” button like in the

screen shot below

Version 8.0.1 2016
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9 c
£ Mot Vished @ Getiing Started . Latest Headines
o S r—

7 AR - wwe mosila.org en-us phugnchecks

Ch

Keeping

Plug

step 2

Potentia

moi -

Insert as in the screen shot below, check the “manual proxy configuration” and set the “HTTP

proxy” as follows:

Staff members: proxyad.wits.ac.za Port: 80
Students: proxyss.wits.ac.za Port: 80

You will then need to check “use this proxy for for all protocols” option like in the screen shot

below.

At “No proxy for” type insert *.wits.ac.za, 146.141.*

& ORI
& waon visited @ Gening startes o Latest Headiines
& M3 U - Onslookcom formasty M = | T] Miosita — Plugin Chack & Updste... x |

2

moj | -

5 povven il o e -UIS plugincheck/

Opd Connaction Sett

igure Bresies to Access the Inteenat
Moo prom

Aut-detect prasy setings for this necaork
Lse system prowy semings

@ Manusl presy conbigurtion:

MTTH Progye  prowyaditsae 2a

Eom

=)

B

SHODUCTS GETINVOLVED

Keeping L it ey v et W smoothly.
Plugj
retng, 121681024
o sup v onll
« step 2 Coff .
Potentig| e Cancel [T i
Phugin |

e

When you are done with all these settings,

Version 8.0.1 2016

click on OK and you are ready to browse the Internet.

50| Page



UNIVERSITY OF THE WITWATERSRAND

" g ' JOHANNESBURG

SECTION B8.2 - WIRELESS SETUP FOR WINDOWS 7

Click “start”, go to “control panel”, and then select “network and sharing center”.

Choose the 1t option, “set up a new connection or network™ as seen in the screen shot below:

T i |
€5 =[5+ ConmoiPane » Network andintemet » Network and Sharing Center - [ | Search . 5
Fie [ View Tooh Help
Control Barel Home . . . . o
View your basic network information and set up connections
i » (= ap
B5-SMURF Intarnat
Change advanced shaing (This computer)
seftngs
Veew your active netwarks Conet to 8 Retwork
Vou are cumently not connected 1 any networks.
Change your networking settings
QG S0 Up & NEw CONNECTION Of Nerwork
™ Set up o wireless, broadband, dial-up, ad hoc. or YPN CONNECHION: oF 6% LD § FOUter oF SC08
point,
e Comneat to s network
Connect or reconnect to & wireless, wired, disl-up, or VPN network connection,
ay Choee homegroup and sharing options
Siccess files and prnters iocated on other netwnrk compUtEr. 0f change shaning settings.
HemsGomp - Trcublechot protiems
e e Disgncse and repair network problems, of get troubleshooting information.
Windoues Fieewsll

Choose option 3 “Manually connect a wireless network” and then click “Next”

() W SetUp s Connection or Network

Choose a connection option

,_.Q Connect to the Internet

| "ligy Set up & new netwark:

J S Aanuatly connect 1o a wireless network
= llC onnect to a hidden network or create a new wireless profile.

I Connect to a workplace
| 5= s e T

T B gl g A PSR

[ <ancer ]

Configure The SSID as per screen shot below:

Network Name: Wits-Wifi (please note that both W’s must be in capital letters).

Security type: WPA-Enterprise
Encryption type: AES
Then click on “Next”

Control PanelAll Control Panel Items\Network and Sharing Center

<_All Control Panel Items _+ Network and Sharing Center ~ G

Enter information for the wireless network you want to add

Network name: Wits-Wifi

Security type: WPA-Enterprise ~

Bicyitiontipe e T

Security Key: Hide characters

[¥] Start this connection automatically

] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Next Cancel

Internet Options
Windows Firewall

Version 8.0.1 2016
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Then click on “change connection settings” in the next screen that will appear as seen below:

= | B =
@\:j"dﬂ] » ContrplBansl b I icand internet b b Mdirelecs xlbald Socen it
2 o = =
Manage wireleg =) = Manually connect to a wireless network
Windows tries to cof
Successfully added Wits-Wifi

Add  Adapter prupcr1 )

Networks you can view,| E
= Wits-Wifi = Change connection settings
k‘ Open the connection properties so that | can change the settings.
-
a  Pereonal
Loy ™ E
= Cns_Wpa_l
L ™
-
= Wits_Wifi_1
[ W
-
=~ Cns_Wpa
[ W
—
E — =
L W gl
bl

Select the “Security” tab at the top. Uncheck the “remember my credentials for the connection
each time I’'m logged in” and then click on the “settings” button as seen

below:

I
= B & X% || @ ravigacion
babykon <o © % || £ nagton Canceied
o | Wit Wis Wirwess Mirtwerk Broperties ]
] Wireiess Network Conng
Connacion | Sty
Gorarsl
Care Seurty trpe: WP e
trryuten tyoe ' .
Cheum & retrerh et aton meud
e esalts Frotectes EAR FEAF) Setings
ey copdanicsin for o e ton mach
Ot L o T logged o

et

5ol

e L

Ao it
S Procertes “q
The ‘Skype Browser Helper' asd-ga from “Skype Technaloges 54 i e ]| conce .
E T AT = T | Wy
= € O |&| o &= =Ny ns |

Uncheck “Validate Server certificate” and click on the “Configure” button as seen in the screen

shot below.

‘When connecting:
(] verify the server's identity by vakdating the certficate

AC Raiz Certicimara S.A.
ACRAIZ DMIE

(] ACRAIZ AMT-ROM

"] AC1RAIZ MTIN

_| ACEDICOM Root

(] acus

<

MNotficaions before conneciing:

Select Authentication Method:

Seared password (EAP-MSCHAP v2) v

| Enable Fast Recomnect:
Enforce Network Access Protection
Desconnect if server does not present aryphobindng TLV
Enable [dentty Privacy

Configre...

Version 8.0.1 2016

After clicking on the “Configure” button as seen in the screen shot
above, the following window wiill pop (screen shot below). Uncheck
the option below as seen in the screen shot and click on “OK” and
that should bring you back to the screen shot above. Click on the
“OK” to close the “Protected PEAP Properties window”.
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When connecting:

DMornwcdymerryWndomlogmnmew
password (and domain f any).

| oK || Cancel

The below screen shot below will appear. Click on the “Advanced Settings” button

Check the “specify authentication mode” and click on the
“Save Credentials” button and then choose the “User
Authentication” option from the list as seen in Fig.1. An
authentication tab will appear as seen in Fig.2.
B — Please take Note of the following:
Maosoft Protected EAP PEAP)  v| | Settngs For Staff Members: The username will be ds\Staff Number, the
[l tteruy coufurl e e cumerion sash password will be your Logon Password.

For Students: The username will be students\Student Number,
the password will be your Logon Password.
Enter your credentials and click on the “OK” button.

e Advanced setgs g

802 LX settrigs
802 I settngs
[ Spedfy sutherbation made: .

¥ sosafy sumentiaton mode

User authenbrabaon b Seve cedentels

| il s eCenliak ol Lue

Lt ungie ugn on for thes nebeerk E
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for eample, to downioad updates)

-

Figl Fig2

53| Page
Version 8.0.1 2016



é % UNIVERSITY OF THE WITWATERSRAND
R JOHANNESBURG

This should bring you to the screen as per screen shot below. Click on the “Close” button to
complete the setup.

Successfully added Wits-Wif Now connect to the Wits-Wifi wireless network as illustrated
_ _ below. First go to your wireless network icon. Click on it and
" G oo s o e e that should list all available wireless network. Choose Wits-Wifi
and click on the “Connect” Button as seen below.

| et |

Currently connected to: £y |2
Pu The last thing you will need to do, in order to be able to browse the
T = internet, is to configure your Internet proxy settings. Do this in your
P internet browser, for instance Internet Explorer or Mozilla Firefox.
uetoothConnection 4 |E . . .
& Please note that if you are using Google chrome, you will need to
VAIFi=Histivk Confiestion * setup the Internet explorer and Google Chrome will derive the
Wis- Wi - settings from IE.
persenal :"‘. |
Wits-Wifi-Mobile Name: personal
Signal Strength: No Signal
Wits-Wifi-Guest Security Type: Unsecured
Radio Type: Unknown
SLLS Staff SSID: personal
HP45272F & -
Open Network and Sharing Center

Students Staff:

Username: Students/Student No.

Password: Username: DS\Staff No.
Password allocated on registration Password: Email Password
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SECTION B8.3 - INTERNET EXPLORER OR GOOGLE CHROME USERS

Open Internet explorer, in the top section, go to Tools, and then choose “Internet Options” as seen
in the screenshot below

File Edit View Favﬂri{esmHelp

B-B -2~ P Delete browsing history... Ctrl + Shift+Del
InPrivate Browsing Crl+ShiftsP
Tracking Protection...
ActiveX Filtering

|gistrar’'s Help Desk | Classifieds | Almanac | SEnC | Wits Index | Wits Home |

j’ l!.h

Dizgnese connection problem:

Reopen last browsing session

Add site to Start menu

View downloads Ctrl+) fces | Telephone | Associations | Library Services | Higher Education | News | SIMS | FAQs
Pop-up Blocker e Quick finis and logons Waks 2 seicton Search
SmartScreen Filter »

Manage add-ons

Wits News . . n - )
Library Website Survey Employee Self Service =8

Compatibility View
Compatibility View settings

T ——

F12 developer tools « eCommunications on SIMS

bt T s (e feedback on this short 3 CHOOSE AN OPTION
Feed ducoverny » | Take the survey
- SIMS Live
Windows Update
_:‘! W « Training for SIMS and Manuals

« SIMS environments

= elLearning

= Venue Bookings

- Heads of Schools website

SrantPrint

Internet options

@ Enhancing and extending student

learning with Lecture Capture
Profile: Prof. Johnny Mahlang
Tty s eanad = WIFI Hot spots
s st - & manuals
i A i ' More e]es needed o address
ﬁ I -
Experiences Using “Clickers” in SAANNG Ttk Tobcohle A1 IR TR 2R
@ Large-class Tutorials and Lectures e B

New Built Environment Precinct
to foster excellence

A window like the one in the screen shot below will appear. Click on the “Connections” tab and
click on the “LAN settings” button.

Internet Options g
1

| General | security | Privacy | Content | Connections | programs | Advanced|

To set up an Internet connection, click

Setup. ]
Dial-up and Yirtual Private Network settings I
| €38 vmcLite [ Add...

| &3 vodacom PrePay

| &3 vodafone Mobile Connect Add YEN...

| Ir
| Remove. .. I

Choose Settings if you need to configure a proxy ! Settings i

server For a connection.
@ Never dial a connection

Dial whenever a network connection is not present
Always dial my default connection

9
defa
Local Area Network (LAN) settings
LAM Settings do not apply to dial-up connections. LAN settings k
Choose Settings above for dial-up settings.
N

ook ][ concel ][ aeev

This will bring up the following window (Fig. 5). Make sure you have both of the options in the proxy
server section checked as seen in the screen shot below. (fig.5)
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0

e
\!

s Setti
Local Area Network (LAN) Settings @ —

Servers

Automatic configuration

Automatic configuration may override manual settings. To ensure the . E
use of manual settings, disable automatic configuration. HITP: broxyss wits ac 23]

Type Proxy address to use

Automatically detect settings| Sonmoti | Py s ke

Use automatic configuration script ETF: prowyss.wits.ac.2a

Socks:

Proxy server ¥ |Use the same proxy server For all protocols

Use a proxy server for your LAN (These settings will not apply to
dial-up or YPN connections). Exceptions
- - " | Do not use proxy server for addresses beginning with:
Address:  proxyss.wits.ac. Port: 80 Advanced G =

- i * wits. ac. 2a; 146.141 . %;localhost
V| Bypass proxy server for local addresses i oeane

Use semicolons { ; ) to separate entries.

[ o [
Fig. 5 Bl
Students Staff:
Username: Students/Student No.
Password: Username: DS\Staff No.
Password allocated on registration Password: Email Password

SECTION B8.4 - WIRELESS SETUP FOR MOZILLA FIREFOX USERS

Open your internet browser. Go to “tools”, and then go to “options” like in the screen shot below.

3 i e ok 105
e [d& jww Hglory fech
B -cxa@m

2 Most visted @ Geting Strted

. M5 UK < Dutioc.com fommarty L

mo3

~“bur Plugins

Plugin Status

Potentially vulnerable plugins

Go to “Advanced”, choose the “network” tab, and then click on the “settings” button like in the
screen shot below
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......

Plugl

Potentig [ e

Insert as in the screen shot below, check the “manual proxy configuration” set the “HTTP proxy” as
follows:

Staff members: proxyad.wits.ac.za Port: 80

Students: proxyss.wits.ac.za Port:80

You will then need to check “use this proxy for all protocols” option like in the screen shot below.
At “No proxy for” type *. wits.ac.za,146.141. *

Plug

Potentia o] [ [

When you are done with all these settings, click on OK and you are ready to browse the Internet.

SECTION B8.5 - WIRELESS ACCESS FOR APPLE MAC AIRPORT,

Please note that the following guide is for connecting to the Wits network via Airport and not via
Ethernet. Please make sure that your Wi-Fi is turned on and follow this guide.

NB. The proxy configuration may need to be done in various applications depending on which web
browser you are using.

The supported web browsers in this guide are Safari, Firefox, Opera, Camino and Google Chrome.
If you are using Camino or Google Chrome, please follow the Safari instructions. Once you have

completed the configuration and you open either Camino or Google Chrome and visit a web site
you will be prompted for authentication and need to enter your credentials as:

Students Staff:

Username: Students/Student No.

Password: Username: DS\Staff No.
Password allocated on registration Password: Email Password
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SECTION B8.6 - SAFARI

Wireless Setup for Mac

Note: This document was created using a Mac that was running Mac OS X 10.10.5.

Click on the Wi-Fi icon and select Turn Wi-Fi On.

A+ G Tue L35PM Warren QIS

8 Finder File _Edit _View Go — o D

For staff: log in with DS\staff number and your email password. Click on Join.

58| Page
Version 8.0.1 2016



§ é . UNIVERSITY OF THE WITWATERSRAND
R JOHANNESBURG

P - TR £ .
=, The Wi ‘F| netwark‘ Wits-Wifi" requires WPA2
oy enterprise credentials.
L

Username] DS\Staff Number

Password: | sessssss

Show password
Remember this network

? Cancel

For Students: log in with STUDENTS\student number and your email password. Click on Join.

R . e .
P 8 The Wi ‘FI network‘ Wits-Wifi" requires WPA2
Py Y enterprise credentials.
v

Usernamg: | STUDENTS\student number

Passwor ssssssss

Show password
Remember this network

? Cancel

Click on Continue.

- Authenticating to network "Wits-Wifi"

i I Before authenticating to server "DefaultScap”, you should examine the
i § server's certificate to ensure that it is appropriate for this network.
-

To view the certificate, click "Show Certificate’. |

? Show Certificate Cancel

Type in your Mac’s Admin Username and Password, and click on Update Settings.

= You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Username] Admin account

Passwordl ssssssss

cancel | (ZEETEN)

Click on the Wi-Fi icon again and select Open Network Preferences.
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Turn Wi-Fi O

o Wits-Wifi
Eduroam
Wits-Wifi-Cuest
Wits-Wifi-Mobile

Join Other Network..

Make sure that Wi-Fi is selected and that the Network Name is Wits-Wifi and then click on Advanced.

-

800 Network
4> || Showall | (Q
Location: | Automatic ¢'|
Status: Connected | Turn Wi-Fi Off |

@ Ethernet

Mot Connected

FireWire
Mot Connected

~ Wits Wireless

&

Mo IP Address

~ Bluetooth PAN

Mo IP Address

~ VPN (PPTP)

Mot Connected

+ [ — [T

i
ﬂfﬂ Click the lock to prevent further changes. |

Wi-Fi is connected to Wits-Wifi and has the
IP address 10.30.144.116.

Network Name: | Wits-Wifi =

[E]Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: Default |

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:00:51

Disconnect

[V Show Wi-Fi status in menu bar

| Advanced

Revert

Assist me... | Apply

Version 8.0.1 2016
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Click on the Proxies tab.

000 Network

|_ | T

[ITE0 Tce/iP | DNS - WINS 802,1x'|'|=roxies | Hardware

|

Preferred Networks:

: Network Name Security
WirelessG None

Telkom None
SAA_internet None

| newscafe None

+ | = | Drag networks into the order you prefer.

EI Remember networks this computer has joined
Require administrator authorization to:

|| Create computer-to-computer networks

|| Change networks

| Turn Wi-Fi on or off

Wi-Fi Address: c8:bcic8:ce:81:df

©)) [ Cancel | [ oK |

Tick Web Proxy (HTTP) and then under the Bypass proxy settings for these Hosts and Domains section add *.
wits.ac.za, 146.141. * And under Web Proxy Server put in proxyss.wits.ac.za for students or proxyad.wits.ac.za for
staff. The port must be 80. Tick the Proxy server requires password option and all students, type in STUDENTS\student
number as the Username and enter your email password as the Password. For Staff members: type in DS\staff number
as the Username and your email password.

Network

=" Wi-Fi

[ Wi-Fi | TCP/IP | DNS & WINS | 802.1X PZiol Hardware

Select a protocol to configure: Web Proxy Server

proxyss.wits.ac.za 1| 80

[V Proxy server requires password

v Username: students)295949

| FTP Proxy

| SOCKS Proxy

| Streaming Proxy (RTSP)
| Gopher Proxy

Password: ssessssss

[ | Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

( "wils.ac.za, 146.141.* )

[V Use Passive FTP Mode (PASV)

(7) [ Cancel | [ 0K |
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Tick Secure Web Proxy (HTTPS) and then under the Bypass proxy settings for these Hosts and Domains section add *.
wits.ac.za, 146.141. * And under Secure Web Proxy Server put in proxyss.wits.ac.za for students or
proxyad.wits.ac.za for staff. The port must be 80. Tick the Proxy server requires password option and all students,
type in STUDENTS\student number as the Username and enter your email password as the Password. For staff
members: type in DS\staff number as the Username and your email password. Once done, click on OK.

000 Network
| [ ShowaAlL]
= Wi-Fi
[ Wi-Fi | TCP/IP | DNS WINS | 802.1X [Notio| Hardware |
Select a protocol to configure: ecure Web Proxy Server
| Auto Proxy Discovery proxyss.wits.ac.za 1|80

| Automatic Proxy Configuration
@ Web Proxy (HTTP)
(¥ Secure Web Proxy (HTTPS) Username: | students|295949

|| FTP Proxy 2
| SOCKS Proxy Password: sssssssss

Izl Proxy server requires password

Streaming Proxy (RTSP)
| Gopher Proxy

|| Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:
*wits.ac.za, 146.141.%

M Use Passive FTP Mode (PASV)

Click on Apply.
[ ] < i Netwaork Q
Location: Wits a
L —
= = Status: Connected Turn Wi-Fi Off
Wi-Fi is connected to Wits-Wifi and has the
@ Ethernet > IP address 10.30.9.63.

[ ] .Bl_L:'?_t?Q_t_h_ PAN 9 Network Name: | Wits-Wifi a
Ask to join new networks

Known networks will be joined automatically. If
no known networks ara available, you will have
to manually select a network.

802.1X: Default Disconnect

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:00:40

Show Wi-Fi status in menu bar Advanced... ?

Assist me... Revert Apply

+|— B
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Close the last window.

@ <

Ethernet
Not Connected

Bluetooth PAN

Not Connected

-

Location:

—_
-

AV

(ooe
N

Network

Wits

~
~

Status:

Network Mame:

802.1X:

Ci ted Turn Wi-Fi Off

Wi-Fi is connected to Wits-Wifi and has the
IP address 10.30.9.63.

Wits-Wif

| Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Default Disconnect

Authenticated via PEAP (MSCHAPvZ)
Connect Time: 00:04:07

Show Wi-Fi status in menu bar Advanced...

This concludes the configuration for Wireless on a Mac.

Assist me...

SECTION B8.7 - WIRELESS ACCESS FOR LINUX (UBUNTU)

Locate the Desktop of Ubuntu 12.04 LTS

Locate the Network Manager icon in the top, far-right hand corner of the screen

Version 8.0.1 2016
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Select the Network Manager icon and then select “Wits-Wifi”

—
-
™
=}
B
S
i}
=)
2]
&

For the Wireless Authentication window, change only the “Authentication” drop- down menu from
“Tunneled TLS”

= Wireless Network Authentication Required

-~ Authentication required by wireless network

Passwords or encryption keys are required to access the wireless network "Wits-

W'
wireless security: WPA & WPAZ Enterprise -
Authentication: Tunneled TLS v

Anonymous identity:

CA certificate: (None) =]
Inner authentication: | MSCHAPv2 -
Username:
Password:

| Ask For this password every time
show password

Cancel Connect
Students Staff
Username: Students\Student no Username: Ds\Staff Number
Password: password allocated Password: Email Password

Proxy: proxyss.wits.ac.za Proxy: proxyad.wits.ac.za

Wireless Network Authentication Required

~ Authentication required by wireless network
Wireless Hetwork Authentication Required - Passwords or encryption keys are required to access the wireless network "Wits-
WiF'
— Auth ion req by wireless network
° Passwords or encryptipe ke scaraniirad rn acraes thaudreless network "wits- Wireless security: WPA & WPA2 Enterprise -

WiFT. TS
LEAP Authentication: Pratected EAP (PEAP) v

Wireless security:
FAST

Ansnymous identity:

i lon:
Aiemica Tunneled TLS CA certificate: (None) ...
n
Anonymous identity;
PEAP version: Automatic v

CAcertificate: (None) -
Inner authentication: | MSCHAPVZ . Innerauthentication:: PEEEREESS 34
Username: Username; ds\00000000 m‘
Password: Password: I |

Ask For this password every time Ask For this password every time

Show password Show password

Cancel cacel | ([

i

Enter the password associated with you. Then click “Connect” to continue the Wireless setup.
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Wireless Network Authentication Required

Authentication required by wireless network

-
v
Passwords or encryption keys are required to access the wireless network "Wits-
Wifi'
wireless security: | WPA & WPA2 Enterprise |
Authentication: | Protected EAP (PEAF) - |

Anonymous identity:

CA certificate: (Nane) =
PEAP version: | Automatic L
Inner authentication: | MSCHAPvZ hd
Username: ds\'nl:')'o'ooﬁ'

Password: Cersennnns

| Ask For this password every time
Show password

cancel | | Conney.

NetworkManager Applet

o No Certificate Authority certificate chosen

Not using a Certificate Authority (CA) certificate can result in connections to
insecure, rogue wireless networks. Would you like to choose a Certificate
Authority certificate?

& Don't warn mkagain

Ignore | | Choose CA Certificate

Select the “Don't warn me again” checkbox, for the Network Manager's Certificate Authority
window, then Click “Ignore” to add the Wireless configuration, without need of a certificate.

MetworkManager Applet

o No Certificate Authority certificate chosen

Mot using a Certificate Authority (CA) certificate can result in connections to
insecure, rogue wireless networks. Would you like to choose a Certificate
Authority certificate?

& Don't warn me again

Ignoge | Choose CA Certificate |
by

The connection will begin to establish, as evident in below. When the connection is established, the
signal strength is visible on the Network Manager icon

65| Page
Version 8.0.1 2016



UNIVERSITY OF THE WITWATERSRAND

% JOHANNESBURG

SECTION B9 - WITS MOBILITY — SMARTPHONES ETC

Wits offers wireless network coverage on campus to both staff and students. To see the status of
coverage across all Wits campuses you can access a table listing the buildings covered by
clicking on https://www.wits.ac.za/mywits/wifi-hotspots/ and more information regarding Wifi use
on campus.

The WITS-WIFI-MOBILE Wireless Network is designed for tablet, phablets and smartphone devices.
Before you can proceed with the configuration guide below to register your devices, you will
need the following information:

e Username - This is your Student or Staff Number at the University.
e Password - This is the same password you use to access University resources e.g. Internet,
Emall, etc.
¢ wireless network card address (MAC address) of your tablet, phablet or smartphone
device
N.B.
See section B -9.2 below if you are registering a replacement device, only 2 devices may be
registered at any one time.

SECTION B — 9.1 CONFIGURING YOUR DEVICE ON THE WITS WI-FI NETWORK

Please note that this section of the guide was setup on an Android Device running version 4.4.2.,
some screens might appear differently depending on the device you are using.

To locate the MAC Address of your iPad or iPhone:
= Tap Settings.
= Select General.
= Select About.
= The Mac address is listed as Wi-Fi Address

To locate the MAC Address of your Android phone or tablet:

= Press the Home button at the bottom of the phone.
= Press the Menu button.

= Tap Settings.

= Tap Wireless & Networks.

= Tap Wi-Fi to turn it on.

= Press the Back button.

= Tap About Phone.

= Tap Status.

= Scroll down until you locate the Wi-Fi MAC address

To locate the MAC Address of your BlackBerry Device Software 4.5 to 5.0:
= From the home screen, click Options > Status.
= The WLAN MAC field displays the MAC address for the smartphone.
To locate the MAC Address of your BlackBerry Device Software 6 to 7.1:
= From the home screen, select Setup > Options > Device > Device and Status
Information.
= The WLAN MAC field displays the MAC address for the smartphone.
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To locate the MAC Address of your BlackBerry 10 OS:
= From the home screen select Settings > Network Connections > Wi-
Fi > Advanced.
= |n the Diagnostic Information drop-down, select Device Information.
= The Physical Address field displays the MAC address for the smartphone.

To locate the MAC Address of your Windows Mobile Device:
= On Start, flick left to the App list.
= Tap Settings
= Tap About
= Tap More info.
= Note the MAC Address.

On your phone navigate to > Settings > Wi-Fi and ensure your wireless network is switched on.
Connect to the Wits-Wifi-Mobile wireless network as shown below

< N WiFi @&
Wits-Wifi-Mobile _—
Connected k-
Wits-Wifi =
Secured with BO2.1x a8
eduroam _
Secured with B02.1x .B
Wits-Wifi-Guest =
projector =
SLLS Staff =
Secured with WPA/WPAZ2 a
VodafoneMobileWiFi-049AE9Q =
& == g
— 4oy =

On some devices, you will get a pop up asking you to sign in. On other devices, you will need to
open up your web browser to start browsing to a website. When you attempt to browse, you will
get the screen below providing you with information regarding this wireless service. Please read
carefully.

"

£ 10.30.17.1:8000/index.ph =

You are receiving this information
because your device is currently not
registered for use on the WITS-WIFI-
MOBILE wireless network or you have not
used your device on the Wits-WIFI-Mobile
network in the last 3 months. The WITS-
WIFI-MOBILE Wireless HNetwork is designed
for tablet, phablets and smartphone
devices. To use this Wireless network,
you need to register your devices
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Tap the web link, shown below, located towards the end of the information screen

le wireless network card address for your tablet, phablg

Please follow this link to register your Mac address

The screen shown below will appear.

& 7 il 2% 15:08

()} 146.141.15.209:8080/Gue = [3) 3

wWITS &

Reghiter New Device

Complete the information as displayed below taking special care when inputting the following
information and then tap > Submit:

Register New Device

*User Name: 1111111a
*Password: seseseeee

*MAC Address: 1a:laila:lala:la

¢ Username Field - Complete with the Student or Staff Number provided by the University.
Please type this in lower case

o Password - This is the same password you use to access University resources e.qg. Internet,
Email, etc. Please note that passwords are case sensitive

e MAC address — This is the wireless network card address of your tablet, phablet or
smartphone device, which is available on your device.
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After Tapping > Submit the screen below appears confirming that the Mac Address was
successfully added and an account for the device was created.
Click on > “Done” to begin browsing the internet or using the apps from your mobile device

() 146.141.15.209:3080/Gue :

WITS @/

[IRpeye—r—

If you have any difficulties using the Wits Wifi Mobile Self Registration system, please contact the
WITS ICT Information Technology Service Desk for assistance on ext. 71717 or emaill
ithelp@wits.ac.za

NG

NB. Two (2) devices per student or staff member may be registered

SECTION B - 9.2 REGISTER/DELETE A MOBILE DEVICE VIA A WEB BROWSER

S
Please ensure your old device is deleted off the network before you add a new device

Before you can proceed with the configuration guide below to register your devices, you will
need the following information:

e Username - This is your Student or Staff Number at the University.
e Password - This is the same password you use to access University resources e.g. Internet,
Emall, etc.
o Wireless network card address (MAC address) of your tablet, phablet or smartphone
device
¢ Android: To find the Wifi MAC Address on an Android device, go to Settings, go to
More, followed by About device and then click on Status.
¢ iOS: To find the Wifi MAC address on an iOS device, go to Settings, followed by
General and then select About.

To reqister a new mobile device

Log into the Ignition Guest Manager by going to:

https://146.141.15.209/GuestManager/provisioner/

Enter your staff or student credentials and then click on the Login button as displayed in
screenshot below. Make sure to only user lowercase letters in the User Name.

Staff - Use your staff number and enter your Wits Active Directory / Email password.
Students - Use your student number and your Wits Active Directory / Email password.
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w mebileselbsanicewits 56.28
WITS '@

Wits Wil Mobise Self Regstration

Once logged in, to add a new device go to New.

m robileselfsenvice wits ac 2 thia
m—]

Expied AR Collscse alf

"lnn:‘;:l You have successhully signed b a5 11111114,
Ve Member o1 Provisioning Groun(s):
- Wins_Prov_Grp

In the MAC Address textbox, enter the Wi-Fi MAC address of the mobile device. In the Comments
textbox, enter the make and model of the device. Once done, click on Submit as per screenshot
below

m ; mabilesellservice wits 4628080/ GuestManager provisiones/main jsp

Exoand All Collsce

" ——

View

Associated Provisioning Group:

* Group Membership: | Wiks_Pror_Giz ¥

(BT e
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Thereafter, you will see the following screen, confirming that the device application was
successful.

Suceesalul Duvicn Creation

You will now be able to connect and use the wits-Wi-Fi-mobile network on the newly registered
device.

To delete any mobile devices, you have added

Log into the Ignition Guest Manager by going to:

https://146.141.15.209/GuestManager/provisioner/

Enter your staff or student credentials and then click on the Login button as displayed in
screenshot below. Make sure to only user lowercase letters in the User Name.

Staff - Use your staff number and enter your Wits Active Directory / Email password.
Students - Use your student number and your Wits Active Directory / Email password.

B - [ [ mobileselfservice.wits.acza

WITS @

Wits Wifi Mobile Self Registration
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Once logged into the Ignition Guest Manager, go to View.

m  mobileselfservicewits acza-060, Guesthanage

o

= =

=) o R

Devicn Info:
* HAE Addemsa:
Comanents:

Recond Cnabled: & .

* Group Membarhip: Witi_Pray_Grp ¥

o

[otmt ][ hoe ]

From this screen you will be able to see all the devices that you have added.

m mobileseifservicewits.aczaB 080/ GuestManager/ provisioner/main jsg

torw Froviaiened Bys (11333130 %
Devices:
h = an Drvices.

Sgeity Fiter

o

2015102705 12122150 PM CAT | 20150

g’

CAT | Ves_Prav_Grp

e —

Wits_LD_SS/11811;

To delete a device, tick the check box next to the device and click on the Delete button.

m % mobilazelfrarvice witsacza Guesthianager;/ previsiones/main s

WiLsS &
Esaand All Caliasas &l

Device Scarch Filters

o Provisioned By: | 11111118 ¢
Dewrees:
= * 4 Devices
Spacity Fiter:

o)
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At the next window, confirm the action by clicking on OK.

The page at mobileselfservice.wits.ac.za:8080 says: *

Are you sure you want to delete the selected device(s)?

Concel

The device is removed from the system.

wits &

Device Sesech Filters

If you have any difficulties adding or deleting devices from the Mobile Self Service system, please
contact the WITS ICT Information Technology Service Desk for assistance on ext. 71717 or emaill
ithelp@wits.ac.za

SECTION B10 - EDUROAM® SERVICE

Wits belongs to the global eduroam® family, and in keeping with international universities allows
access to staff and students from other universities to access the Wi-Fi network using the login and
password credentials of the originating university.

HOW TO CONNECT TO eduroam® SERVICE ON CAMPUS

Before connecting to the eduroam® wireless network, please note that as per the 'eduroam®
National Policy for South Africa' document (dated 2013-05-20), the following TCP ports are open:

HTTP (80) — normal, unsecured website browsing such as CNN.com

HTTPs (443) — secure website browsing such as internet banking and e-commerce websites
IMAP (143) — normal IMAP mailbox client-server synchronisation

IMAP-SSL (993) — secure IMAP mailbox client-server synchronisation using Secure Sockets
Layer

POP (110) — normal POP3 mailbox email fetching

POP3-SSL (995) — secure POP3 mailbox email fetching using Secure Sockets Layer

SMTP (465, 587) — Mail Submission Agents (MSAs), variants of legacy SMTP (port 25)

SSH (22) - Secure Shell, encrypted data communication for remote command-line login
VPN - Virtual private Network, various ports for the various protocols

NB. Only publicly accessible Wits resources will be accessible from the eduroam® wireless
network. Access to Wits internal resources is not available.
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From the System Tray, right click on the Wireless or Network connections icon and select Open

Network and Sharing Center.

Troubleshoot problems

@pen Metwork and Sharing Centm

Liils A
2016/11/28

From the Change your network settings section, click on Set up a new connection or network.

Change your networking settings

'ﬁ. Set up a new connection or network
N

Set up a wireless, broadband, dial-up, ad hoc, or VPN
connection; or set up a router or access point,

Connect to a network

w

Connect or reconnect to a wireless, wired, dial-up, or VPN
network connection.

Access files and printers located on other network computers, or
change sharing settings.

Q% Choose homegroup and sharing options
@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting
information.

Highlight Manually connect to a wireless network and then click on Next.

Choose a connection option

Connect to the Internet =i
Set up a wireless, broadband, or dial-up connection to the Internet.

L | et up a new network
<a-, Configure a new router or access point.

/_ﬁ Manually connect to a wireless network o

% Connect to a hidden network or create a new wireless profile

m

Connect to a workplace
. Set up a dial-up or VPN connection to your workplace.

#=; Setup adial-up connection
m% Connect to the Internet using a dial-up connection.

o[ Cancel |

Enter eduroam as the network name, WPA2-Enterprise as the security type and AES as the

encryption type. Once done click on Next.
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o] & ==
@ CIE‘ Manually connect to a wireless network

Enter information for the wireless network you want to add
MNetwork name: edurcam
Security type: o ’WPAZ—Enterprise hd l
Encryption type: [AES v]
Security Key: Hide characters

[] Start this connection automatically

[T] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’'s privacy might be at risk.
o [ Mext ] [ Cancel

Click on Change connection settings.

U E'IF Manually connect to a wireless network

Successfully added eduroam

= Change connection settings
Open the connection properties so thatI can change the settings.

Go to the Security tab.

edurcam Wireless Metwork Properties @

Cunnech’onl Security !

Mame: eduroam
S5I0: eduroam
Metwork type: Access point

Metwork availability:  All users

[ Connect automatically when this network is in range

Connect to a more preferred network if available
[T] Connect even if the network is not broadcasting its name (S5I0)
["| Enable WLAM connection settings

Configure...

Make sure that PEAP is chosen as the network authentication method and that the Remember
my credentials box is ticked. Then click on Settings.

Version 8.0.1 2016
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edurcam Wireless Network Properties

Security

Security type: |WPA2-Enterprise -

Encryplion type: [AES 'l

Choose a network authentication I'I'IEﬂ'IDdN o
[Microsnﬂ:: Protected EAP (PEAP) '"[ Settings l

Remember my credentials for this connecfion ea
time I'm logged on

Advanced settings

[ OK ][ Cancel l

Protected EAP Properties

When connecting:

(D Validate server oertiﬁmhe) o

Connect to these servers:

Trusted Root Certification Authorities:
(Wl 2ddTrust External CA Root
[~ Baltimore CyberTrust Root
[7] class 3 Public Primary Certification Authority

[ Digicert Assured ID Root CA

[ pigicert Global Root CA

|:| DigiCert High Assurance EV Root CA

[7] eduroam.wits.ac.za

4 | i | »

m | »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method: o
[Secured password (EAP-MSCHAP v2) '] [ Configure... ]
Enable Fast Reconnect

[T|Enforce Metwork Access Protection
[| Disconnect if server does not present cryptobinding TLV
["|Enable Identity Privacy

[ OK ] [ Cancel

Untick the Automatically use my Windows logon name and password option, then click on OK

and OK again.

Version 8.0.1 2016
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Click on Advanced settings.
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Protected EAP Properties

When connecting:

o@ Automatically use my Windows logon name anD

password (and domain if ary).

2] () ==

EAP MSCHAPW2 Properties

[ = ASSUEd 1D ROUL LA

[ DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA
[7] eduroam.wits.ac.za

4| 1

m. | »

certification authorities.

Select Authentication Method:

Do not prompt user to authorize new servers or trusted

[Secured password (EAP-MSCHAP v2)

'] ’ Configure... ]

Enable Fast Reconnect

["|Enforce Metwork Access Protection

["| Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

edurcam Wireless Metwork Properties

Seaurity

Security type: [wPA2 Enterprise

Encryption type: [.AES

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) '] [ Settings

Remember my credentials for this connection each
time I'm logged on

(=)

ok || cancel
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Tick the Specify authentication mode option and select User authentication. Then click on OKk.

Advanced settings
802, 1¥ settings | 302, 11 settings

o Spedfy authentication mode:

lUser authentication "'] [ Save credentials

Delete credentials for all users

[T]Enable single sign on for this network

(@) Perform immediately before user logon

Perform immediately after user logon

Maxirum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ OK ] [ Cancel

Click on Ok and then on Close.

P ... vicicss Network Properties [
[ |
ECiE

"\..J'I ¥ Manually cd

Security type: \WPA2-Enterprise -
Successfully
Encryption type: [AES vl
= Chan
Opent Choose a network authentication method:
[Mia’nsoﬁ:: Protected EAP (PEAP) v] [ Settings

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings i

==

Ol =)
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This concludes the configuration of eduroam for the Wits network. To connect:

From the system Tray, left click on the Wireless or Network Connections option and click on
eduroam.

Mot connected 4 =
I:E['[g Connections are available

Wireless Metwork Connection A

@urnam o !@
Wits-Wifi r BE
Wits-Wifi-Mobile o
Wits-Wifi-Guest o
projector :*;!!]
TENET Al
BWMNA-QHMwaGI3Z Ukl bWp ?!]]]
HPCP1525-0b16kb3 f"._ i
Open Metwork and Sharing Center

11:58 AM

2016/11/28

Click on Connect.

Mot connected 4 -
I:E['[g Connections are available
Wireless Metwork Connection ~
Ka‘:-juroam !!!-!‘!\II
" (e J-
Wits-Wifi e
Wits-Wifi-Mobile o
Wits-Wifi-Guest o
projector ?!!!]
TENET i
WITS Mobile Display 2 ol -
Open Metwork and Sharing Center

12:00 PM
2016/11/28

“ 30 [ )

Enter the eduroam User name and Password that has been supplied to you from your eduroam
enabled institute and then click on OK.
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Windows Security

Metwork Authentication

Please enter user credentials
B )
|I | Iii [Ynur edurcam user name ]

il |."."" |
=

After a few seconds you should now be connected to the eduroam network. To confirm this, left
click on the Wireless icon on the System Tray and eduroam should show the state as Connected.

Currently connected to: s
: eduroam
Internet access

Wireless Metwork Connection A
@umam 0 Connected _I.ﬂ!!

Wits-Wifi M

Wits-Wifi-Guest an

Wits-Wifi-Mobile ﬂjﬁ!

projector :‘.ﬂ! _

WITS Mobile Display 2 o1

TEMET o

HP4ECF47 B

Enter your user ID using your full username and domain as per the example below:

Visitors: e.g. username@yourdomain and enter your password
Wits Staff: Staff humber@wits.ac.za and enter your password
Wits Students: Student_number@students.wits.ac.za and enter your password

If you see a request to accept a certificate, please accept it.

If you see a request to accept a certificate, please accept it

‘Mﬂﬁ{ri}ﬂ 5 Wits students and staff on campus using eduroam will only be able to access the ports and services listed in
E the start of this document. Wits Intranet and other internal Wits sites and services will not be accessible.
- Please use Wits-Wifi or Wits-Wifi-Mobile instead.
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SECTION B11 - ENHANCED IT SERVICES FOR POSTGRADUATE STUDENTS

The University acknowledges that postgraduate students who undertake research
for a higher degree qualification require enhanced IT resources to help them
successfully complete their studies.

Here are some of the services offered to postgraduate research students:

o Flexible internet options

o Printing subsidy

o Collaboration areas

o High Speed Printing in Post Graduate Labs

Postgraduate students get automatic access to some of the above services. Others
require approval by the relevant Faculty.

SECTION B12 - FLEXIBLE INTERNET OPTIONS

Post Graduate research students may have different requirements to other students.
These students should approach and discuss these with their supervisor who can advise
WITS ICT to accommodate these needs.

SECTION B13 - PRINTING SUBSIDY

To assist postgraduate research students with increased printing requirements, Faculties
may grant extra printing credit, which is a direct deposit into the student’s printing
account. Students need to discuss these printing requirements directly with their supervisor
or faculty advisor. After a student’s thesis has passed examination, any unused subsidy may
be withdrawn.

SECTION B14 - COLLABORATION AREAS

Postgraduate research students may request a collaborative work area created
on the network.

A collaboration area is a shared area on the student network drive separate to
your H: drive. This collaborative area is accessibleto the research
student, supervisor(s), or any other users working with them.

SECTION B15 - ELEARNING

A large selection of free online courses are available to students via eLS|
(eLearning Support & Innovation) on the website https://elearn.wits.ac.za via
VTC (Virtual Training Courses. This is a collection of training tutorials offered to Wits
students as an easy and convenient way to learn new software skills from their
desks, working at their own pace.
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TRAINING TUTORIALS ARE AVAILABLE IN THE FOLLOWING CATEGORIES:

Graphics & Page Layout,
Business Applications
Multimedia, Video
Internet & Web Design
Operating Systems

Databases and Programming

Animation & 3D Audio Certification
Networking and Security Project Management
CAD

Detailed information about the courses is available via tutorial, which is accessible
here:

https://cle.wits.ac.za/home/index

Contact Antoinette Malgas or Lerato Mahlakoleng by email elearn@wits.ac.za
for further information and details.

NS

NB. Please adhere to copyright laws and refer to the Acceptable Use policy
http://www.wits.ac.za/access

82|Page
Version 8.0.1 2016


https://cle.wits.ac.za/home/index
mailto:elearn@wits.ac.za
http://www.wits.ac.za/access

UNIVERSITY OF THE WITWATERSRAND

% JOHANNESBURG

SECTION C - STAFF ICT SECTION

SECTION C1 - NEW USER CONFIGURATION

Ensure that you have a newly issued unique ‘staff number’ from HR. If the user does not have
one, please let them know that WITS ICT do not add staff to the system, it is done by HR by
means of an Oracle profile setup. If the user is a Wits staff member, he/she can approach
their own HR office to get this. If the user is a Non-Wits staff member, then he/she can fill out
this form also found on the Wits intranet:

This document must be sent to central HR at Senate House.

http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/Oracle-Access-Request-Form.aspx

WIS &

Once you have the staff number, the new user can be added to Call Logging profile
database as well when the call is logged for the setup of the new user on the pc.

You will receive:

1. An AD (Active Directory) account

2. Email account (email format is Firsthame.Surname@wits.ac.za)
3. i-Wits Employee Self Service

4 An inbound fax number.

SECTION C2 - PASSWORD RESET

PASSWORD SELF-SERVICE

NB: In order for staff members to use the Password Self-Service, they have to firstly do a
once off registration. The steps for the registration are below. (If you have already registered
for the service, you can skip to the section “How to reset your password section further
below”.

Registration:

Via an internet browser, go to https://passwordregqistration.wits.ac.za.

For the User Name enter ds\staff number and for the Password enter your email password.
(If your machine is on the staff domain and you are logged into the domain with your

profile, then you will skip this step continue to the next step - Click on OKk.
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-
Authentication Required — u

0. Enter username and password for https://passwordregistration.wits.ac.za
y

User Name:  ds\a0005248

Password: "l

—_— e e e . e = e e e

Click on Next.

6 TUNIVERSITY OF THE WITWATERSRAND,
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Password Registration:

If you ever forget your password, you can reset it yourself
without calling your help desk.

Click ‘Next' to begin the registration process.

NOTE: To get your WITS number, replace the first two digits of your ICAM Number with a "W"
and leave out the last two digits, i.e.
ICAM 52" becomes

and
ICAM 000234567 01" becomes "W0234567"
For mare infarmation, click here.

© 2012 Microsoft Corporation. All Rights Reserved. | About

Type in your email password and click on Next.

F THE WITWATERSEAND,

Password Registration:

Enter your current password below, then dick "Next'.

flogged in as: DS\ADDOS248)

Passv

NOTE: To get your WITS number. replace the first two digits of your ICAM Number with a "W~

and leave out the lost tweo digits, ie
ICAM "222222222 52" becomes "W22222227

and
ICAM "000234567 01" becomes "WO234567"

For more information, dick here.

£ 3002 Micsawah Corpesation. AR Bights Reserved | About

Enter your cell phone number and click on Next.

H 6 TUNIVERSITY OF THE WITWATERSRAND,
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Password Registration:

Enter your mobile phone number below. If you ever need to reset your password, a verification

code will be sent to your mobile phone.

Mabile Phane:

0831234567

The mabile phone number is stored by your organizstion in Forefront Identity Manager.

NOTE: To get your WITS number. replace the first two digits of your ICAM Number with a "W"

and leave out the last two digits, Le.
ICAM 52" becomes

and

ICAM "000234567 01" becomes "W0234567"

For more information, click here.

© 2012 Micrasaft Corporation. All Rights Reserved.

You are now registered for the Password Self-Service.

Version 8.0.1 2016
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Completed: You are now rec

\0| If you ever need to reset your password:

1. Go to the reset password portal
2. Veerify your identity
3. Choose your new password

NOTE: To get your WITS number, replace the first two digits of your ICAM Number with a "W"
and (eave out the (ast two digits, i.e.

ICAM "222222222 52" becomes "W2222222"

and

ICAM "000234567 01" becomes "W0234567"

For more information, click here. © 2012 Microsoft Corporation. All Rights Reserved. | About

HOW TO RESET YOUR PASSWORD:

Via an internet browser, go to https://passwordreset.wits.ac.za.

Enter ds\staff number or staff number@wits.ac.za and click on Next.

6 UNIVERSITY OF THE WITWATERSRAND,
W JOHANNESBURG

Password Reset:

Please enter your user name below

ds\aD005243

Examples:
For Students: SS\StudentiD OR studentiD@ss.wits.ac.za
For Staff: DS\Staffno or Staffno@wits.ac.za

Students note: Ta get your WITS number, replace the first two digits of your [CAM Number with a
"W and leave out the last two digits. ie.

ICAM "222222222 52" becomes "W2222222"

and

ICAM " 67 01" becomes 7"

For help on using this password self service portal, click here.

© 2012 Microsoh Corporation. All Rights Reserved. | About

You will then receive an SMS on the cell number that you supplied in the initial
registration process above. Type in the security code you received and then click on

Next.

Type in a new password of your choice and re-type it, then click Next.

Version 8.0.1 2016
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Verify Your Identity:

dow. A security code was sent to the mobile phan,

For help on wsing this pasiword self sen
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Password Reset: (!

(Resetting password for ds\a0005248)

Enter a new password:

Re-enter the password:

Students note: To get your WITS number, replace the first two digits of your [CAM Number with a
"W" and leave out the last two digits, i.e.
ICAM "222222222 52" becomes "W2222222"

and
ICAM "000234567 01" becomes "W0234567"

For help on using this password self service portal, click here.

& 2012 Microsoft Corporation. All Rights Reserved. | About

You have now successfully reset your password.

'D-ﬂ-ﬂ'ﬂ-ﬂ'ﬂﬁ§)
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Students note: To get your WITS number, replace the first two digits of your [CAM Number with a
"W" and leave out the last two digits, i.e.

ICAM "222222222 52" becomes "W2222222"

and

ICAM "000234567 01" becomes "W0234567"

For help on using this password self service portal, click here.

& 2012 Microsoft Corporation. All Rights Reserved. | About

You should reset your password on receiving it for the first time.
L L
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SECTION C3 - EMAIL SERVICES
GROUP DISTRIBUTION OF EMAIL AND MESSENGING - ROCKET MAIL

Marketing provides a service subscribed to RocketSeed which allows you to send an “email
blast”/” email shot” to a list of recipient email addresses as a group. Users, e.g. student
groups, large group communications e.g. bulk mailing.

There however are variable costs/thousand emails depending on the size of the mail shot.
The benefit of the Rocketseed system is that it comes with a full reporting module. One can
track the success of the outgoing malil.

Should a dept. wish to send a bulk mail to a select group of people both internal and/or
external to WITS, you would need to supply a list of email addresses for the email shot to
Marketing. Marketing will then assist with the layout of the email to ensure best practice.

If a department intends to send out mailshots/newsletters regularly, training will be provided
in the use of the product.

SECTION C3.1 - EMAIL DISTRIBUTION LIST
MAILMAN - DISTRIBUTION LIST

The mailman distribution list is on server “lists.wits.ac.za (alias jupiter.wits.ac.za)”. This is a
service apart from your Outlook distribution list which enables people who want to send out
newsletters, etc. to a list of people by sending the message to one address, rather than to
individual people.

A distribution list is a group of e-mail addresses, usually grouped under a single e-mail
address. When you send to a distribution list, you're really sending to everyone whose
address is included in the list. It's much easier than picking 30 different addresses from the
Address Book.

Example: -
Assume the list WITS ICT contains all the WITS ICT staff members then in order to send a

message to everyone a message would be sent to WITS ICT @lists.wits.ac.za or to WITS ICT
@jupiter.wits.ac.za

This would allow everyone subscribed to the above list to receive the message.

The distribution list also allows discussions where every person on the list is allowed to send a
message to the list.

If the list has too many members (over 500 members) then we try to prevent discussions by
allowing only the owner or administrator of the list to send messages to the list.

Technically all the list server does is once it receives an email for a list it passes it back to the
wits mail server with the individual email addresses for all the list members.

It doesn't scan or change the mail in anyway, it just reroutes it.
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It works exactly the same as the windows distribution list except that it allows all email
addresses (internal and external to wits) whereas the windows distribution list only distributes
to wits staff.
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The first illustration circled in a red indicates who the Owner of the list is. This means only this
person is able to modify (add or remove) members from this list.

1. lllustrates the current list of actual members.

2 Allows you to modify the members as in the 1st point.

3. Email addresses shows you the actual email address aliases.
4 Shows you the Global Address Book group name format.

SECTION C3.2 - MODIFYING AND MANAGING (ADDING/REMOVING) MEMBERS TO
THE LIST

These are lists which are created in a share for use by departments or dedicated groups
e.g. #Comm-KIMI-Comms. Select the options as displayed in the image above, to add
members you will be directed to the GAL (Global Address List) to select the new members and
to Remove a member you click and remove, the name just disappears from this list.

Finding the Group name on the GAL (Global Address List)

Type # followed by the word ‘Dept’ then type in the dept name of the group you’re
searching for e.g. WITS ICT as in the above distribution group example. You can then
complete the search by either searching the list of options that come up or you can search
the list name if you know it.

To find a single user name
You can type in the first few letters of the name, for e.g. as in the below illustration: ‘faiz’

then click on the control then k buttons on the keyboard for a complete list of possible
name.

| Ta.. | faiz
=1
Ceo
o | Lce |
Bce...
Subjedc

You may also click on the To... field and type the same example name to see a list of all the
persons and lists with this name formats.

SECTION C3.3 - SETTING UP A SHARED MAILBOX

An email mailbox is a directory that stores messages for a single user or email address. An
email mailbox (also email box, e-mailbox) is the equivalent of a letter box for electronic
mail, it is where electronic mail messages are delivered. These are used by departmental
Administrators and Personal Assistants managing multiple email mailboxes.
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How to add a shared/departmental mailbox to your outlook profile in Outlook ver X

JOHANNESBURG

In Outlook on File and then click on the icon Account Settings

LW Home  Send /Recews  Folder  View  ESET  Adabe BOF

L sove ns

Account Information

21 ZahedaCoovadia@witsacza
By S : B -

Microsoft Exchange

&, Save as Adobe POF

~Info : 4 Add Account

Open
=) Account Settings
Print 3:‘ L Modify settings for this account, and configure

additional connections.
Help Settings - Access this account on the web,
ST » §
2 Optons | Account Settings... st L
i AY s and remues accounts e L \
8 ea change esisting connection settings = =

33 Delegate Access

Grve alhers pesmision 1o receve Sut of Office)
items and respend an your behalf :
natify athers that you are out of office, on

ig Downiload Address Book.. # to respond to e-mail messages.

Dowriload & copy of the Global

address Book

. Manage Mobile Netifications

—il  Setup SMS and Mebide
Petifications.

= 3 Manage the size of your mailbox by emptying Deleted Items and
archiving.
Cleanup L
Toals -

105 GB free of 2 GB

Rules and Alerts
.‘Q' Use Fules and Alers 1o halp organize your incaming &-mail messages,

and receive updates when items are added, changed, or remeved,
Manage Rules ¥ i

& Alerts

Next Click on Account Settings again

Select the mail setup tab and click the E-mail accounts button

Select the email account and click on change.

Version 8.0.1 2016

Account Settings [

C-muail Accounts

Wou can wdd wr renmeee o aceean s Youcan sl un uecoan ond diooge il o Lings,

n c-mall Noatz Flies | RsS Feeas | sharepoint usts | inerne: calendars | *ubisnec Calerdars | Addrass Books

g Mewen B Rcpai, [ Chaigee, [ 500 Doull B Remeee #

Marme i)
@ Jenill Moya Microsoft Cochange (serd from ths accoun: by defauls)

Selec Led scovur Ldslivers e messayer Lo e Tollowing loosiors

Jamil Moya@wils.ac.ca Y Inbox

indatz dle C:Wsers\al0 12528 \AprDatat ocal Microseftio.dodk\Jamil Mava, ost
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Server: Clymene.ds.wits.ac.za
Click on More Settings.
l:llal\? AcCCcourt ‘

Carver Setting=
Cnter #he information required & cornect ko Mizroacht Cnchange or o cempatble scrvice,

1Y[ie the TRIEr NAMA T YAIE 2000 IE 1 A0 AR TRPAR the SAPver aTe, Ak ynr
avtoanl provider

server: | Clymene.ds.wits.ac.za |
[] Uee Lached Exchange Mode

Type the user name for your account

Liser Mame: | Zanil Miuye @ails. acza e

< Eade Hext = Sonczl

Select the Advanced tab and click on Add.

PAicrosoft Exchange

Generalll Advanced Bsecurity | Connection |

Mailboxes

Dpen these additional mailboxes:

Cached Exchanos Mode Settnas
Use Cached Exchange Mode
Download shared folders
[T Download Public Folder Fawvarites
Mailhow Mode

Cutdook Is running In Unicode mode against Microsoft
Exnchiange.

[ Oulvuk Dala File Sellngs. .. ]

[ Ok ] [ Canccl ] [ Apply ]

Enter the name or email address of the mailbox you would like to view and the click on OK
and OK again.

Add Mailbox (=23

Add mailbox:

Click on Next and then Finish.

Changs Accourt =

Congratulations!
o bere s ey eolered all L Sonoalion regpi e e lop o acco ol

To dosz the wizard, dicdk Fnsh,

< Bach
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SECTION C3.4 - ADD A SHARED MAILBOX ON A SEPARATE OUTLOOK PROFILE

This is the recommended method of setting up departmental mailboxes as it will keep all
mail together regarding each mail box (eg: sent items/deleted items) as apposed to having
both mailboxes under one profile which will then move sent items which you sent on behalf
of the departmental mailbox as an example under your personal emails sent items etc.

EMAIL MAILBOX ACCESS

To gain access to another user’s mailbox you are required to log a call with the Staff Service
Desk or emaiil ithelp@wits.ac.za You will be guided through the relevant procedure.

Make sure Microsoft Oulook is closed then click on Start and select the Control Panel.

Under the Control Panel double click on Mail.

s T, T, T

[+
refEBE
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Click on the Show Profiles button.

Click on Add.

A Mail Setup - Outlook

E-mail Accounts
2 Setup e-mail accounts and directories.
=i
Data Files

&, Change settings for the files Outlook uses to Data Files. ..
\yg store e-mail messages and documents. =

Profiles

Setup multiple profiles of e-mail accounts and Show Profiles...
data files. Typically, you only need ane. —

Cloze

B Mail

Generl |

'y . .
&l@ The following profiles are set up on this compuser:

Remnove Propertics Copy...

ExT

When starting Mcrosoft Duthok, use thiz prefile:
" Promgt for a profilz to be used
& Alvays us= ths profile

[onitiek &

Type the Name of the departmental mailbox under Profile Name.

Select the Manually configure server setting or additional server types option.

¥ New Profile

L_‘ Create New Profile

Profile Mame:

TR e Mew Brerars

Auto Account Setup
Corn=ct = obaer sever byoes.

 F-mall Aczant

Jaml Meya

Janl "layaiie Is. o 24

(% Text Messaging (SHS}

Iy canfigure server settings or addibonal server bypes |

I
I

5]

Cecr ] "ot |

Select Microsoft Exchange or compatible service.

Version 8.0.1 2016
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P Add New Accouns
Choose Service

) Internat E-mail

= g5 enal messayes,
@ FICIOSnE Fehange oF eompatibie Senaee
= g

s
7 Text Messaaging (SMS)
Connect to a mobie messagrg service

ts, faxes ard vice mal messages.

[ eBack | met= | [ cane |

Type the following in the corresponding fields:

Server: Clymene.ds.wits.ac.za

User Name: Departmental Mailbox Name or E-mail Address

Click on Check Name and then Next.

‘! fOdd kew Azcount

Server Sellings

=tes th= mfarmater equrad to oonect to Marcsoft excange or a compatoe sErvice.

acoontprovides

Sorve

Clymene.ds.wits.ac.za

Tyec the scrver name “or o zocount, IF vou con's loow the acrver nare, ask yeur

Tyee U uzer name o your acounl,

I e= Cacad Exchange Moce

User Mame:  Chs-doc-tmp oeats. az za|

Chedi Hame

More S26Ings ...

zgack | set> | J cam

Click on Finished.

1 Add New Account

)
Congratulations!
Yeu Fave successfully entered sl the information recuirsd to setup your acceunt.
Te dose the wzard, diccFnsa
=5
|
\\"-\,(//
s 4 add another account ..
- ~.
~.
< Dach inish

HHHLS
i Before clicking on OK make sure that Prompt for a profile to be used option is
selected otherwise you will not be able to choose which Outlook profile to open
and Outlook will open the same default profile evertime.
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Mail

B

General |

‘j\\"l,-@ The “ollowing profiles arz set Lp on this computer:

Cullauk -

Add... Remove Properties CopY...

When starting Micosaft Outlock, use this profie:
+ Bromat for 2 profiks fo be used

" Alnays use this profilz

|Ouﬂ30k

Carcel | Ao |

You will need to have rights to view the mailbox/folders within the mailbox. If you have
setup a departmental mailbox under your own outlook profile and would like to send mail
on behalf of the departmental mailbox, you will have to apply for send on behalf of rights.
You can request any of this by logging a call with WITS ICT to have rights given to
view/send on behalf of the requested mailbox.

SECTION C3.5 - HOW TO ADD A SHARED/DEPARTMENTAL MAILBOX IN OUTLOOK 2016

ON AN APPLE

MAC

How to add a shared/departmental mailbox in Outlook 2016 on a Mac

Open Outlook 2016, via the finder, desktop shortcut or search bar.

G Fri11:22 AM

O\ OUthOk — Microsoft Outlook

TOP HIT

o3

Version 8.0.1 2016

Microsoft Outlook

Kl el P LT
w e

FL ik’ 3

oy -
=]

-~

[ ¥ o

O L]

Microsoft O

Kind

Size

Created
Madified
Last opened

utlook

Application
142 GB

2016/04/11
2016/06/24
2016/06/24
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From the menu bar, click on Outlook and then Preferences...

1 ol11{00 @ File Edit Vie
About Outlook

2

Preferences... 38,

Work Offline
Turn On Reminders

Services >

Hide Outlook #¥H
Hide Others TEH

Quit Qutlook #Q

From the Outlook Preferences section, open Accounts.

[ ] Outlook Preferences
| Show All
Personal Settings
E (== ] f
B s © = 7 asé
General Accounts Notifications & Categories Fonts AutoCorrect |
Sounds
Email
e 2
(R £ 2] Ee
Reading Composing Signatures Rules Junk
Other
Calendar Contacts Security & Privacy

From within Accounts, click on Add an account, and then on Exchange...

[ ] Accounts
Show All
Default Account
® Wits Wits
' '@wits.ac.za Exchange/Office 365 Account

Account description: Wits
Personal informaticn
Full name: (= om [ sl
E-mail address: == = i @wits.ac.za
Authentication
Method:  User Name and Password B

User name: DS\= = =

Password: sssssess

2

Outlook.com...
Other Email...
') Directory Service... Advanced...

9% |Page
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Type in the E-mail address field type in the shared/departmental mailbox name. Under
Authentication, type in DS\your staff number and your Wits staff email password. Lastly,
click on Add Account.

| Enteryour Exchange account information.

E-mail address: Gdem—test—mailx@wits.ac.za )

Authentication

<>

Method: User Name and Password

User name: | DS\staff number
Password: \ssssssss

Configure automatically

Concel |

You will now see the newly added shared mailbox account in the list of accounts. The
status light might show orange for a while, until the mailbox has fully synced. After the
sync, it will show green, confirming that it is configured correctly. If desired, you can also
change the account description here, in case you want to differentiate it more from any
other mailboxes that are already added. Once done, you can close the Accounts
window.

"EI Accounts
ewow All
Default Account
Wits Test Mailbox
B o @wits.ac.za Exchange/Office 365 Account

L AL 22T . ) Account description: | Test Mailbox|
B Wits.AC.28
Personal information
Full name:
E-mail address: [@wits.ac.za

Authentication

| Method: User Name and Password E
User name: DS\ E
Password: ssssssss
|
Advanced...
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In the Outlook folder list on the left, you will now notice that the newly added shared

mailbox’s inbox, will be appearing under the Inbox section, and all of the shared
mailbox’s other folders will be listed under the shared mailbox name below.

Home Organize Tools

[+ I o_' - x
& e

Mew MMew Delete Reply
Ermail Items
w (@ Inbox [ 25

> [ wits €

[ Test Mailbox o

» [E Drafts [ 1]

» 3 Sent Items
» % Deleted Items [ 2308 ]

v Wits

Conwersation History
Crystal Report Templ...
Infected Items

RSS Feeds

Sent

Spam Mail

goCcooOn

> Sync Issues

] Trash

¥ Test Mailbox "

| ESET Antispam

i

Infected Items
RSS Feeds
Sent

Sent Messages

000000

Sync Issues

M Trash A

SECTION C3.6 - HOW TO SEND A MAIL ON BEHALF OF A DEPARTMENTAL MAILBOX.

(SAME PROFILE)

Before sending a new mail, make sure the from field is shown by clicking on options tab and
selecting the from button as shown below.
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In the from field, drop down the list and select the departmental mailbox

=" R s s Unstled  Mezzage (HTHIL) -~ B

Fil. | - Tnewiow Opalinen Foaenal Ted P riew & 9
Eoos B g nt . . = 3, B
) 1z loivery ecopt =
ol T =N — =S REpa— 5 &

rcm 2] Fodts - ELA Cxen L5t YOI [T zeques: 2 Fesc Reosiot Lachenk Uday oo

KITIERET Wam 1T IAILERY RArED IR
Thornca Show Tizlds | Prreoicn Trocking W HMere Optizna

sk Moy

= i s R
Serd
pe

Al A gmila a

Alwr Sonal A ke

riegerds

I=mi Maya

TEkiop Soggeaen ek con
TG Seruiie Desk

Unnvarsity ol the Whwate rsrand

Telbhe: 0L 727 4764
LECR LRI NS L

pd KTV e

TR - Comavier
etk Serhs

Now when the recipient receives the emaill, it will state your name on behalf of the mailbox.

SECTION C3.7 - HOW TO ACCESS A DEPARTMENTAL MAILBOX VIA WEBMAIL.

How to open or view a shared mailbox from Outlook Web Access

Browse to https://email.wits.ac.za/owa

Sign in with your staff number and email password.

Microsoft®

Outlook'Web App

Security { show explanation )

®) This is a public or shared computer

This is a private computer

(I e light wversion of Cutlook Web App
User name: || staff number
Connected to Microsoft Exchange

& 2010 Microsoft Corporation. All rights reserved.

Password: | *eesesssss
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Once signed in, click on your display name in the top right corner, and in the select
mailbox: section, type in the primary name of the shared mailbox, and then click twice on

Open...
i:_“.”::-h.‘_ |(-II EE N Em = 1)
>

COpen Other Mailbox o
Select mailbox: 9 'e
G-::I ept-mailbox narne)

You will now see that the mailbox hame on the left will be showing the shared mailbox
name, and the mail displayed in the Inbox, will be displaying the mail from the shared
mailbox.

(]

Outlook' Web App
Mail > Inbox 5 ltems
4 Favorites Mew - Delete - Move~ Filter - View -~ =
= Inbox (1) Search Entire Mailbox 2oL
f:u Sent ltems
g Deleted ltems o Conversations by Date =  Mewest on Top
Comm | 19\
| = 3/8/2016
[ Inbox (1) ] ik
EZl Drafts i iy Pelwl O eni el Sl 0 Dy
[= Sent Items 11/23/2015
@ Deleted ltems by
iz ESET Antispam T e 117197205
id Infected ltems -
Lzl
ﬁa Junk E-Mail 7572014
| Motes . = ik
[ RSS Feeds AL ol

- \ )
ent

[ Sent Messages
A Trash

Once you are done viewing the shared mailbox, to view your personal mailbox again, you
can either sign out and sign back in, or while you are still signed in, follow step 2 above
again, but this time type in your name and surname (instead of the shared mailbox).
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SECTION C3.8 - HOW TO GIVE ANOTHER USER VIEW PERMISSIONS ON A

DEPARTMENTAL MAILBOX.

HTHNLS

user.

>

This will only allow the user to view the selected folders within the mailbox, if you would like the user to
send of behalf of the mailbox, a call with WITS ICT will have to be logged requesting such rights for the

In Outlook, Right click on the name/email address of the mailbox and select properties.
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Select the Permissions Tab and click on Add.
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Enter the name of the user or search for it in the GAL for who you would like to give

permissions to and then click on Add and then OK.

% #archMon Ghiza.Seminars

& #Cenbr=-Grad-entre

& #Ccnbrz Health_Pelicy

&, #COMM-Acad IT Sub Comm
& #Cerrm Accountoncy Stadenbs ...
% #COHMM-AntiPlagiarism -Wor..
& #Comm-CNB

& FUomrm-CLsA

. #COMM-CNS-ProjectBoard
& sLomm-tadioteUseraroup
G #Comm-FAHS-TBE

& sComm-HDS

& #Comm-ICT-Reference

% FCOMM-INSTT ICT 'Comm

F #romm-KTH-COMM<

q 1

Acdd Users ==
Search: @ Mame arly T More rolumrs Addrecs Ronke
Go Glabzl Adcress gt - CUS-doc-tmp Fwits. 302 - BAdvancec Fird
Mame Title Business Fhone Locaton
Ze Fallwitsstatf -

A - |

CK

| Carid

Under Permission Level select the type of rights you would like to assign, usually Reviewer

rights are sufficient for the user to access the mailbox, once selected Click on OK.

Outlook Today - [CNS-doc-:maBwitsecz] Propetes
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mailbox/email address, see below.

You will have to repeat the same step for each folder you would like the user to have
viewership/access to, eg: Right click on Inbox and edit the properties for the inbox as you did the

L
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There are a number of options available to you when you require a non-person or
“function/service”- related email addresses.

SECTION C3.9 - SHARING CALENDERS AND GRANTING ACCESS

WITS ICT provides an integrated email and calendaring environment. Managers can share
their calendar, and email and/or email rights with their secretary or teams can share their
calendars. Even without calendar sharing Free/Busy times for staff are shown in the
calendaring system. You can block out portions of your diary using recurring entries, for
example booking lunchtimes for the whole year in one calendar definition. Lecturers can
book tutorials in the WITS ICT labs through the Global Address List (GAL). The format on the
GAL for such lab calendars is: #dept-WITS ICT -Labname.

SECTION C3.10 - EMAIL SOFTWARE
WITS ICT provides enterprise level email to all staff. Currently the main email client that is
supported is Outlook Ver. X. Users can also connect to the email server using IMAP, which is

the recommended method for Linux and Apple Mac users.

You can access your email through the web anywhere in the world, by going to:
https://email.wits.ac.za/owa

SECTION C3.11 - EMAIL MAILBOX SIZE INCREASE

The default email box size allocated to you as the user on the email server is 2GB. Though this
could be increased if there is a business requirement for a larger mailbox, this doesn’t
however mean that all users (or even most) should have large email boxes. An application
form is available from the Service desk if required. Regardless of the size of the mailbox, you
would still need to archive your email to your local PC to the “C:\My Mail” folder. For
assistance to archive your email effectively log a call with the WITS ICT Staff Service Desk.
(Service Desk staff can assist on guiding with archiving of mail)
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SECTION C4 - ORACLE EMPLOYEE SELF SERVICE

The University utilizes Oracle systems to manage HR and Finance systems. The system allows
the employee to change personal information as they move from department to
department, and manage this information in order that it is always current. You can access
the system to change your information personal to you and that which you would want to
add as viewable to staff and management.

Below is an example on how to access Forms for all supported services offered via the service
desk. You would need to click on the following link and complete the required form:

NB. You would need to be logged on to the University Network online or via VPN on the
Intranet to be able to access the link below

http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/Forms.aspx

REQUESTING ADDITIONAL ACCESS

Staff members in Finance requiring additional access to modules will need to click on the link
below and fill in the form to acquire access to the necessary modules

http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/Forms.aspx

FOR TECHNICAL PROBLEMS — CONTACT:

WITS ICT Service Desk

1st Floor, West Wing, Senate House Building, East Campus
E-mail: ITHelp@wits.ac.za

Orcall Tel: 011 717 1717
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SECTION C4.1 - CHANGING YOUR OFFICE TELEPHONE NUMBER AND UPDATING
INFORMATION ON i-WITS

You will need to logon to the i-WITS Oracle Production system.
To do so, click on link or follow the pages illustrated below

http://intranet.wits.ac.za/Pages/Default.aspx

Then click on Applications http://intranet.wits.ac.za/Pages/QAP-Apps.aspx

Saarch =

WITS

UNIVERSITY

Governance = | Academic Matners

Tuesday, 23 December 2014

Quick Access Pad

n = o
Heads of
Schools
SIS SIMS
Environm

Liwe
Staff
Development

News Events

Wits bonds everlasting but... Your Teaching Role 22/01/2015 08:30
15 December 2014

Intranet End User Training 27/01/2015 10:00

“WWhenewer you achieve great things, we will be the

first to own it” Intranet End User Training 03/02/2015 10:00
Intranet End User Training 10/02/2015 10:00

Why do we still have Aids myths? Intranet End User Training 17/02/2015 10:00

02 December 2014

Diawid Dickinson’s new book, tackles Aids myths in < Previous

townships and the circumstances around it
& Add new event

Z= A world-class laboratory for rural research

| 02 December 2014 Read more
The Knowledge Hub for Rural Development is a new R
initiative launched in 2013 by Wits University. Announcements

22 December 2014
Maths Connect (s) for five more years Arrangement during the December Period
26 November 2014

11 December 2014
The marking of five years of excellence turned into a

Operating hours of Wits Retailers

bigger cause for celebraticn. ntranet Feedback
09 December 2014
Please give us your feedback on the new Intranet Feedback and comments
Wits joins edX as its first African university
partmer 02 December 2014
28 Movember 2014 Change of Vendor Details for Sandown Travel Requisitions

Partnership will allov the global community access to

N 02 December 2014
excellent education.

Parking Office Notice

Then.... https://iwits.wits.ac.za/OA HTML/RF.jsp?function id=32749&resp id=-
1&resp_appl id=-1&security group id=0&lang _code=US&oas=5nZkN5I-
98HvudLYrbdYOA..&params=IgRJg7rHIsO.EaUx6T.byg

This will open the following screen: Enter your Staff Number and password, then click Login.

“Staff Number|

(example: A0DO1234)
“Passwvord

(example: 4u99v23)
“Cancd |
Lagin Azt

oo

Selecta Language:
English

(€™ Click here for HR message

_

Click on Wits Employee Self Service, then Personal Information,
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%— iW“’S E-Business Suite

Enterprise Search [all [

Oracle Applications Home Page

Main Menu -
Personalize

) [ wits CNS Support

= All Actions Awaiting Your
Attention

=l parsonsl Actions

e —~—

| Special Information
=l Leawve of Absence
=l My Information

=| Emplowee Directorye
=l Wiew Payment Methods

=l BEducation and OQualifications

3 My Leaming Gatewsy:

=l [ apphy fior 2 Job

H [ performance Mansgemeant L
(Emploves Tasks)

Click update in the relevant boxes

v iIWits wis Empioyes Seif Service

Parsanal Information

=1
Employee Hame Efmploryes Number
Crganiaton Emal Address Busness Group
s these pages 1o view, modfy, or enter personal information.
Upeane
Fud Hame
Martal Status
Date of Beth
10 Number
Employee Number

Organizaton Emal Address.
Income Tax Number B} 5350

Address Line 1
Addregs Line 3
Addeess Une 3

Town / Cty

Province
Type

Enter your correct telephone numbers in the fields provided, then click next to accept the
change.

+ iWits wits Employes Seif Service

Fhone Numbers: Enter and Maintain

Employes Name Emnployes Number
Organization Emal Address. Business Group

Home Logou! Prefirences Help

The approved telephone format is a requirement from SARS:
Example: 0117171717
NOTE: note no spaces, no international dialling format

SECTION C4.2 - SETTING YOUR PREFERRED NAME (EMAIL)
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If you have a first name that is different to the name that your colleagues know you by, you
could have your email address rather reflect your known/preferred/nick name.

This is due to the fact that the name on your ID book might be different to the name you are

known by.

For example: Nonhlanhla is actually known as Nona

Your name on the Oracle system is entered as it appears in your identification document.
Although you cannot change your first name on the Oracle system, you can add a preferred
name, which then is the name displayed in your email address. This will make it easy for other

people to find you on the Global Address List (GAL)

To do this, you need to logon to the i-WITS Oracle Production web site as above, then ...

+ IWifS Wits Employes Seif Service

Personal Information

Empicryee Name
Crganization Emal Address
Ui thess pages to view, modfy, or enter persanal infarmation,

Ful name
Markal Status
Dite of Brth
10 Numbxer
Emgpioyee Number
Organzaticn Emal Address
Incoeme Tax Numbe: B 058

- Phvone Numirers

Home Secondary
Hext Of Kin
Wk

Address une §
Address Line 2
Ackress Une 3
Tovm | CRy
Postal Code
Pravince

Type
Other Address

#ddress Line 1
Address Line 2
Address Line 3
Town | Oty
Postal Code:
Provine

Type

Click on Update on the Basic Details

Emgieyee Number
Business Group

Then check Correct or complete the current details, then click Next

‘ iW”S Vits Employee Self Service

Basic Details: Choose Option

i Naigrv B Feies ™ Home: Logout Preferences Help

Employee Name
Organizaton Emal Address |
Sectthe type of change you want o ke,
@Correct or compte the current defak.
OEnter new nformation because of areal change to the cument detas (2. because of  change n martal tatus)

Privacy Statement

Home: Logout Preferences Help

I

Employee Number

Business Group

Copyright c) 2006, Oracle. Al rght
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Now enter the field Preferred Name in the Area Name

L EWifS Wits Employee Self Service

Employes Martse Ermployee Nurmber
Organization Emal Address Busginess Group

Effective Date 17-0ct-2012
Titie !

First Hame
Middie Name

* Gender [
Hire Date
D) Numiber
Empioyee Number
Date of Brth
Town of Brth [+
fegion Of Earth
Counitry of Brth |
Martal Status |
Matonaity |
Disabiity Status
Passport Number
Race
Ethinic Crigin
Language Preference
Relgion
Maistop
Onganization Frl Addn

Conmespondence Linguage [Brish Engish 7]
Student Status | =l

Click Next and then Submit on the following screen, to receive confirmation of change.

SECTION C4.2 - E-SERVICES - NEW WEB SITE

A department or group or individual may require a website for publishing information to the
Intranet.

Navigate to WITS ICT ’s intranet website and Forms to fill in and submit the application form
for a new website from the address below:

http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/New-Website-Request-Form.aspx

WITS é

IR WIS

% miverni cerotsbis Uns Bpkey 5+ B

The form will be submitted to the Web Services team who in turn will contact the user with
regards the status of the application etc.

DOCUMENT PORTAL (SHAREPOINT 2013)

WITS ICT & Marketing together off SHAREPOINT 2013, a web based collaboration tool for an
internal internet presence to the University user community. This presence includes News and
Events with Alerts and Calendaring, a shared library and a departmental library with
restricted and secure access.
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SharePoint 2013 offers a simplified user experience and added enterprise social media
capabilities, which expand upon previously offered capabilities for website management
that include shared calendars, blogs, wikis, surveys, document libraries and shared task lists.
SharePoint 2013 includes a

community forum for users to engage in and categorize discussions, a microblogging
capability and enhanced search capabilities.

To apply for a Library portal on SHAREPOINT go to WITS ICT and then Forms from the Intranet
and click on:

http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/Sharepoint-Services-Library-Request-
Form.aspx

SECTION C4.3 - FAX2EMAIL
WITS ICT offers efficient Inbound & Outbound fax services incorporated with Outlook.

By default, all Wits user receives his/her own personal fax number (inbound, receiving of
faxes). This is as secure as an email address and functions in the same manner as an email
address. Faxes will be delivered to the email address connected only. Outbound faxing
means that a fax can be sent from your pc, in an email message.

An applications and approval process is required for the Outbound fax option, since the
HOD/HOS’s approval is required because of the costs involved in the sending of the fax. The
application form for an outbound fax account can be found on the link below:
http://intranet.wits.ac.za/gtd/itsupport/WITS ICT /Pages/Fax-to-Email-Application-Form.aspx

SECTION C5- HARDWARE AND DEVICES

SECTION C5.1 - HARDWARE PURCHASING / PROCUREMENT

The University has certain policies for the procurement of hardware. For desktops,
laptops and other mobile devices, there are approved brands and models as well as
certain approved vendors from which these can be purchased. The policy can be
viewed by clicking on:
http://intranet.wits.ac.za/governance/registrar/Policies/PR001%20-
%20Procurement%20Policy.pdf .

For a full list of current approved hardware brands and models, refer to the WITS ICT
Intranet, under the About “About Our ... “-section.

These would form part of the University Asset list library and would carry a warranty
which would include University licensed software.

For quotations or ordering new desktops or laptops email:

#Dept-WITS ICT -ITQuote@wits.ac.za or #Dept-WITS ICT -ITOrder@wits.ac.za or phone
011 717 1603

NB. For Staff and Students who would want to purchase a desktop, laptop or device
for personal use, PURCO on behalf of the South African University’s, negotiated prices
with specific suppliers for specific laptops that are now being offered to qualifying staff
and students. All transactions relating to the procurement of the laptops are between
the computer supplier and the end-user. There is no financial gain for the University.
PURCO is the Purchasing Consortium of Southern Africa
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Click on http://www.stp.ac.za/
Or call 0800 22 37 33 /0800 ACERED
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SECTION C5.2 - FAULTY HARDWARE
Under Warranty

WITS ICT will provide assistance in logging a ticket for the repair with the approved
vendor, and guiding the user with the faulty hardware through the repair cycle.

Not under Warranty

WITS ICT will provide the contact details for the approved vendors where out-of-
warranty

support can be procured. This support is for the cost centre of the area that owns the
hardware.

END-OF-LIFE HARDWARE SALVAGING

WITS ICT provides a service for end-of-life hardware to assist in disposing of such

equipment in an eco-friendly manner. Hardware is collected from the user and an audit
performed on the hardware as a part of this service.

SECTION C5.3 - SECURING DESKTOP PCS
In the instance of an office area or computer lab needing to be secured, WITS ICT will
secure the desktop or supply the security cabling at cost for staff. For non WITS ICT
computer labs, the School or Department would be required to pay for the time of the

Student Assistant who would perform the task of securing as well as the cost of the
security cabling.

Please send any comments or suggested Changes to this guide to

KIMComms@wits.ac.za

WITS Computing Services For Staff and Students

Version 7.0.0 2015

WITS ICT Service Desk, 15t Floor, West Wing, Senate House Building, East Campus

Tel: 011 717 1717

E-mail: [TStudentHelp@wits.ac.za
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CNS - Making IT easy,
Get IT Savvy!
Use this guide

Take the Eek out of Geek!
Do it yourself!
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